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UNITED STATES DEPARTMENT OF COMMERCE
The Inspector General
Washington, D.C. 20230

April 30, 2002

TheHonorableDonald L. Evans
Secretary of Commerce
Washington, D.C. 20230

Mr. Secretary:

| am pleased to provide you with the Office of Inspector General’s Semiannual Report to Congress
for thefirst half of fiscal year 2002. Section 5 of the Inspector General Act requiresthat you transmit
thisreport, with any commentsyou may wish to add, to the appropriate congressional committees
within 30 daysof your receivingit.

Thework detailed here builds on the course we set during our last semiannual reporting period, made
all themore urgent by eventsthat have so deeply shaken our sense of national and personal safety.
You will noteinthese pagesastrong emphasi s on assess ng the security of the Department’ smost
critical operations, systems, and assets—including itspeople. Thus, we have completed
comprehensivereviewsof emergency preparedness, physica and information security, theexport
licensing process, and trade compliance activities, to nameafew. We haveidentified some
deficienciesthat must berectified to keep the Department strong initsoperationsand ever ready to
meet the unexpected challengesthat lie ahead.

Giventhe Department’shighly visiblerolein mattersof national and international consequence, the
need to monitor these security-related concernswill likely beongoing. | look forward to working
closely with you and your senior officidsto ensurethat theseand all other challengesconfronting
Commerce are met head-on and resolved—for the good of the Department, the public, and the
nation.

Sincerdy,

i

JohnnieE. Frazier
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FOREWORD

Thissemiannual reporting period has been one of introspection
unlikeany other inthe 24 yearsthat Officesof | nspector
“Given the events Genera havebeenfulfilling their mandate. Given the eventsof

thepast year, federal agencieshaverededicated themselvesto
of the. LR fede.raj ensuring theintegrity of their operations, the protection of their
agencies have redeQI cated employees, and their best serviceto the American public.
ENSEVERORIETINRUTEY  0)Gs for their part, havelooked with new vigor a their
integrity of thelr responsibilitiesbeyond ensuring that taxpayer dollarsarewell
operations, the protection spent, asthey evaluated the success of their agencies' efforts
of their employees, and to protect their people, their assets, and their coremission

their best serviceto the activities

American public.” Thisintensified focushashad special resonanceat the

Department of Commerce and in our work of thelast 6
months. Many of the Department’ smissionshaveimplications
for theintegrity of thenation asawholeand for thewel|-being of each of itscitizens. Thus, wehave
redoubled our effortsto ensure the security of Commerce data, systems, and programs; to uncover
lapsesin accountability and inefficienciesinfinancia management; and to assess human capital needs
that are crucia to maintaining astrong, well-functioning Department. We have a so worked with other
OIGsto ensurethat interagency effortsachieve these sameends. Of particular relevanceisour work in
thefollowing aress.

Homeland/Physical Security. We conducted four reviewsof theintegrity of Commerce'scritica
systemsand physical space: aninteragency assessment of theexport licensing processfor dual-use
commoditiesand munitions(seepage 21); anevaluation of BIS' effort to modernizeitsexport licensang
operationsviathe Export Control Automated Support System (see page 23); astudy of USPTO’s
information security program (see page 74); and an examination of emergency preparednessand
physical security at selected Commercefacilities(seepage 77). All of thesereviewsrevead ed varying
degrees of weaknessesin existing policies, procedures, facilities, and operations. Andin al cases, we
recommended actionsto correct thedeficiencies.

Performance M easur ement/Financial Accountability. We continued during thissemiannua period
to eva uate effortsby Commerce operating unitsto implement effective performance measures, as
mandated by the Government Performance and ResultsAct—examining measuresused by NIST and
USPTO (seepages67 and 72, respectively). We were pleased to find that both bureaus have madea
seriouseffort to establish comprehens ve performance measurement systems. Wefound that their
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systemsrequireonly minor improvements, and both bureaus have dready implemented many of our
recommendations.

Wedsoreport inthisissueon theresultsof our annual financia statementsaudits. The Department and the
individudly audited unitscontinueto receive unqudified opinionson these statements, a though they still must
overcomeweaknessesin controlson related reporting and information technol ogy systems. Sound financia
management iskey to sound operations. We are pleased with the stridesthe Department and itsentities
have madetoward achieving stability inthisregard. (Findingsfrom the Department’ s consolidated audit
appear on page 83. Findingsfrom our financial audit of the Census Bureau appear on page47; of NTIS, on
page 70; of NOAA, on page 59; and of USPTO, on page 76.)

Other Areasof Focus. Other pertinent activitiesincluded thefollowing:

» A special evaluation of Census 2000 (page 37). In adeparture from our typical audit and
inspection work, weissued areport that sharesthelessonswe gleaned from our nearly 10 years of
monitoring and assessing the preparation for and execution of Census 2000. Our purposewasto
provide meaningful and user-friendly guidancefor improving censusplanning and operations. The
report—Improving Our Measure of America: What Census 2000 Can Teach Usin Planning
for 2010—highlightsaseriesof management and operational issuesthat need careful attentionin
preparing for the next decennia and suggestswaysfor addressing them.

» Reviewsof 15financial assistance awardsmadeby EDA (page27) and NI ST (page 62).
Financial assistanceawardsareakey tool used by the Department to promote economic growth
and productivity, and awardees’ proper use of thesefunds must be assured. Our examination of 15
financid ass stancereci pientsresulted in our questioning morethan $2.6 millioninfederal claimed
costsand inrecommending $2.3 millionin fundsto be put to better useaswell asidentifying
opportunitiestoimprovethe management and operation of thesefinancia assistanceprograms.

» Anassessment of | TA’stradeagreement complianceactivities (page 50). Several unitswithin
I TA handle market accessand compliance work, asdoesthe Trade Compliance Center—a
component of ITA'sMarket Accessand Complianceunit created in 1996. Our review of the
compliance-related activities of these unitsand the center reveal ed the need for better coordination
among them, aswell asfor improved reporting and tracking systemsand areexamination of the
measuresthey useto eval uatetheir performance.

These activitiesand the others detailed in the pages of this Semiannual Report to Congressconvey the
broad approach we havetaken toward fulfilling our responsibility for monitoring theefficiency and
effectivenessof Commerce programsand operations. Mindful of the new set of exigenciesthat guide our
effortsand those of the Department, werespectfully submit thisreport and pressahead withwork in
progressfor the next.
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MAJOR CHALLENGES
FOR THE DEPARTMENT

Thissection highlights Ol G'slist of Top 10 Management Challengesthat faced the Department at the
close of thissemiannual period. Weview theseissues as Commerce'stop challenges because they meet
oneor moreof thefollowing criteria: they areimportant to the Department’ smission or the nation’swell-
being; they arecomplex; they involve s zableexpenditures; or they requiresignificant management
improvements. Given thediverse nature of Commerce activities, many of theseissuescut across bureau
and program lines. We believe that by addressing these challengesthe Department can enhance program
effectiveness; eliminate seriousoperational problems; decreasefraud, waste, and abuse; and achieve
Subgtantia savings.

Top 10 Management Challenges

1. Successfully implement a Department-wide financial management
system.

2. Strengthen Department-wide information security.

3. Successfully transition the U.S. Patent and Trademark Office to a
performance-oriented organization.

4. Increase international compliance with trade agreements and expand
market access for American exporters.

5. Enhance export controls for dual-use commodities.

6. Increase the effectiveness of fishery management.

7. Continue to improve the Department’s strategic planning and
performance measurement in accordance with the Government
Performance and Results Act.

8. Strengthen financial management controls to maintain a
“clean” opinion on the Department’s consolidated financial
statements.

9.  Successfully implement acquisition reform initiatives.

10. Effectively manage major facilities renovation and
construction projects.

Commerce OIG Semiannual Report March 2002
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IG’s Message to Congress

CHALLENGE 1 for the package and hired anew contractor to
completethe modifications. In 1998 continuing cost
Successfully Implement a growth and schedul e delays prompted the Department

toreview the CAM Sprogram and revisethe
implementation strategy, implement areduced set of
corefunctions, and reorganize the project management

Department-Wide Financial
Management System

structure.
In 1992 the Department of Commerce began
planning the devel opment of the Commerce Therevised strategy called for four separate
Administrative Management System (CAMS),an  implementationsof CAMSto servicethevarying
ambitiouseffort toimproveand unify financia financial management needs of the operating units: the

management throughout the Department. At that firs—apilot implementation at the Census Bureau—
time, Commerce' sfinancial syssemswere outdated would befollowed by implementation for theunits

and fragmented, could not providereliable whoseaccounting functionsarehandled by the
financia information, and did not comply with National Institute of Standardsand Technol ogy, then
federd financid management requirements. for the Nationa Oceanic and Atmospheric
Adminigtration, andfindly for NIST’sownfinancia
CAMSisamagjor capital investment for the management functions. The Censuspilot was

Department. Expendituresfor developing CAMS  completedin June 1998. Anindependent review of the
from 1995 through theend of fiscal year 2002will ~ pilot concluded that the CAM S accounting software
reach an estimated $195 million, and the could support federal accounting and management
Department plansto spend an additional functionsand wasasgood asor better than other
$42millionin FY 2003tocompletethesystem.  federal accounting packagesavailableat that time.
However, additiona work remainsbefore

CommerceisincompliancewithOMB Circular ~ CAMSisnow theofficial accounting systemfor
A-127, whichrequiresfederal agenciestohavea ~ Censusand several unitsserviced by NIST, which
single, integrated financia systemwith standard includethe Bureau of EconomicAndyss, Economic
information and €l ectronic dataexchangeformats. Development Administration, Economicsand Statistics
CAMSisscheduled to befully deployedby the  Administration, Minority Business Devel opment
beginning of FY 2004. Thecost of operatingand ~ Agency, Office of the Secretary, and Office of

mai ntai ning the completed system isexpected to Inspector General. Commercehasasoinstalled a
exceed $25 millionannually. Department-widefinancial database, intowhichall

operating unitssubmit financial statement datafor

Commercehasfaced considerabledifficultiesin -~ consolidatedreporting. Thecurrent planisto
pursting the Department-wideimplementationof ~ completeimplementation of CAMSat NOAA by
CAMS. In December 1994, it contracted for an October 2002. NIST will completeimplementationa
off-the-shelf accounting software package and year |ater. Commerce expectsthat by October 2003,
related implementation and administrativeservices.  dl of itsoperating unitswill beusingintegrated

In 1997, after thevendor had difficulty modifying  financial management systemsthat comply withfedera
itsaccounti ng softwareto meet Commerce's I'GCIUi rements. Twelveunitswill useCAMS. The
requirements, the Department took responsibility remaining three—the Internationa Trade

Commerce OIG Semiannual Report March 2002
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IG’s Message to Congress

Administration, U.S. Patent and Trademark
Office, and Nationa Technica Information
Service—will not beusng CAMS, but will submit
financial datato the Department-widefinancia
database.

Since 1995 the Office of Inspector General has
conducted reviews of the CAM Sprogram,
assessed the operationa systeminitsannua
financid statementsaudits, and monitored program
progresson acontinuing basis. In recent
semiannual reports, we expressed concern about
the management of CAM Sdevel opment and
maintenance aswel | asthe efficiency and economy
of four CAM Simplementations.

Inthelast semiannual period, wereviewed CAMS
contracting at the CAM S Support Center (see
September 2001 issue, page 66). Wefound that
athough contract administration hasimproved
steadily sincelate 1999, additiona actionsare
needed such asgreater use of performance-based
task orders, documented analyses of pricesand
costs, additional training for contracting officer
technical representatives, and avoidance of
contractsthat appear to provide personal services.
The Department isimplementing an action planto
addressthese recommended improvements.

The Department hasaready taken stepsto
address many of our recommendations. For
example, the Department hasincreased its
oversight of the operating units budget requests
for CAM S and obtained contractor support to
provide alonger-term assessment of financial
systemsdevel opment, operations, and
management.

During thissemiannua period we continued our
review of program management controlsat the
CAM S Support Center. Inour draft report to

senior officias, we highlighted needed planning and
management improvements. Althoughthe

Department had not officialy responded to our draft
report inthissemiannual period, we understand that,

cong stent with our recommendations, itisworking
toimprovethe budget processas CAM S moves
into the operationsand mai ntenance phase, has

begun tracking actual costsasof thisfiscal year, and

isworking toward a performance-based
management system. Nonetheless, because of the
importance of CAM Stoimproving the
Department’sfinancia management and the
sgnificanceof thework remaining, CAM Swill
continueto warrant the close attention of senior
Department officialsand our office.

CHALLENGE 2

Srengthen Department-Wide
Information Security

Information security isvital to Commerce: the
Department operates many complex computer
systemsthat provide essential public servicesand
support critical misson activities, such asnationa
andlocal westher forecasting; environmental
stewardship; and promotion of tradeand
economic growth, scientific research, and
technol ogical devel opment. Weaknessesin
information security throughout Commercehave
prompted usto identify thisproblem asatop
management chalenge.

During thissemiannua period, Ol G beganits
second year of security evaluationsunder the
Government Information Security ReformAct
(GISRA). GISRA requireseach federal agency to
review itsinformation security programannually,
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IG’s Message to Congress

and each OI G to perform an annua independent
evaluation of that program. Agency heads must
provideboth of these assessmentsto OMB aong
withtheir annua budget submission.

Inlast year’'s GISRA evaluation, wereported that
the Department isstriving toimproveinformation
security and makeit anintegral component of
Commerce' sbusinessoperations. Nevertheless,
we concluded that inadequate attention to this
issueinthepast hasrequired substantial effortsby
the Department to devel op and overseean
effective security program (see September 2001
issue, page 59). The Department identified
inadequateinformationtechnology (I'T) security
controlsasamaterial weaknessinitsFY 2001
statement on financial and management controls
prepared pursuant to the Federal Managers
Financid Integrity Act (FMFIA).

Asrequired by OMB under GISRA, the
Department has devel oped aplan and schedule
for improving information security. For thisyear’s
evaluation, wewill assessthe Department’s
progressinimplementing thisplan, review the
information security programsof sdlected
operating units, and hold discussionswith chief
information officersand senior I T security
managersat al units. Wewill also examinethe
assessmentsof | T security controlsthat were
conducted as part of our auditsof FY 2001
financial statements (see page 83). Weare
currently evaluating theinformation security
program at the National Institute of Standardsand
Technology, using NI ST’ s Security Sdlf-
Assessment Guide for Information Technol ogy
Systems, asrecommended by OMB.

Commerce OIG Semiannual Report

GISRA ReviEw FOR USPTO

Last year theU.S. Patent and Trademark Office
submitted itsbudget material sand security review
separatefrom the Department’s: USPTO hasthe
freedom to do so under the American Inventors
ProtectionAct of 1999, which givesit greater
independence and flexibility to meet federa
mandates. We submitted the same GISRA
evaluation for USPTO and the Department
becausetheissuesit addressed were applicableto
both. However, because USPTO hasinitiated its
own actionsto manageinformation security, we
conducted aseparatereview of itsinformation
security policiesand proceduresthisyear.

Thiseva uation covered the management,
technical, and operationa control areasidentified
intheNIST IT security self-assessment guide,
focusing on the controlsfor whichimplementation
could be evaluated on abureau-widebasis. We
found that although USPTO generdly haspolicies
and proceduresthat are consi stent with accepted
Security practices, many arenot implemented.
Thus, the bureau lacks assurancethat its
operationa systemsand sengtivedataare
adequately protected. We noted that senior
management’ sawareness, support, and proactive
involvement areessentia to establishingthe
environment and ensuring the commitment of
resourcesto promote an effectiveinformation
security program. In responding to our report,
USPTO agreed with al of our recommendations
and, moreimportant, described in detail actionsit
istaking or plansto taketo implement them. The
Under Secretary and Director of USPTO
expressed hiscommitment to developing astrong
information security program, and significant
effortsare under way to addressthe weaknesses
weidentified. Theseincludeprovidingincreased
attention and resourcesto upgrading security

[
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awarenesstraining, improving planning and
budgeting for information security requirements,
and hiring personne withinformation security
expertise. (Seepage74.)

Currently, weareassessng USPTO'’s
implementation of system-specific security
controls, particularly focusing on the Patent
Application Captureand Review System (PACR).
Thebureau relieson PACR for day-to-day
operationsand hasidentified it asahigh-security
system. Wewill report theresultsof thisreview in
thenext semiannual period.

Bureau AND DEPARTMENT-WIDE | T SECURITY
WEAKNESSES

The system security reviews conducted as part of
theauditsof FY 2001 financia statementsof
NOAA, Census, NTIS, and USPTO, aswell as
of the Department’ sconsolidated financia
statements, disclosed weaknessesininformation
security controlsover mgjor financid management
systems. Taken together, thesedeficienciesare
considered amaterial weakness—aseriousflawin
thedesign or operation of aninterna control
component that increasestherisk that errors,
fraud, or noncompliancein materia amountsmay
occur and not bereadily detected (see page 83).
Specificaly, our system security reviewsfound that
somelocationsneed toimproveinthefollowing
aress.

entitywidesecurity program planning and
management,

accesscontrols,

application software devel opment and
changecontrals,

system software,

segregation of dutiesand responsibilities,
and

service continuity plans.

* k¥ k¥ ¥

Our audit reports made recommendationsto
correct the control weaknessesidentified at each
location. Responsibleentitiesarerequired to
prepare audit action plansto addressthese
recommendations.

CONTRACT SECURITY WEAKNESSES

Inlast year's GI SRA report, weidentified
problemswithinformation security inlT service
contracts. In particular, we noted alack of
sufficient policy and guidanceto ensurethat
contract documentsfor I T servicescontain
adequate information security provisons. Inthis
semiannua period, we examined thisweaknessin
greater detail: wereviewed 40 of the
Department’s| T service contractsand found that
security provisionsto ensurethe safeguarding of
sengtivebut unclassified sysemsandinformation
wereeither insufficient or nonexistent. Whilesome
contracts contained minima coverage, nonehad
adequate provisionsto safeguard the
Department’scomputer systemsand networks
from unauthorized accessand itsdatafrom
unauthorized disclosureor modification. All but
two lacked evidencethat information security was
cons dered during the acquisition planning process.
Based ontheresultsof thisreview, we concluded
that themagjority of I T service contractsthroughout
the Department likely lack needed information
security provisions. Inthenext semiannual period,
wewill issueareport discussing thesefindingsand
recommending actionsthat the Department should
takeintheareasof policy, contract requirements,
and training to hel p ensure that adequate
provisionsareincluded in contracts. Our next
semiannual report will also detail theresultsof our
other GISRA reviews, including our ongoing

eva uation of theinformation security functions
associated with classified systems.

W

ofle

\
O
>
o
o
3
Q
0
H
%)
‘
5
o
O
®
S
0
o
3
o
3
~h

Commerce OIG Semiannual Report March 2002




A
S
0

£
Ay
S
Q
0

Q
0

S
hy

-
]
0
>
S

=

S

O
hy

S,
S

=

IG’s Message to Congress

CHALLENGE 3

Successfully Transition USPTO to a
Performance-Oriented Organization

TheAmerican Inventors Protection Act of 1999
established the U.S. Patent and Trademark Office
asaperformance-based organization, givingit
greater flexibility and independenceto operate
morelikeabusiness. Assuch, USPTO has
broader responsbility for managingitsoperations
and expanded control over itsbudget all ocations
and expenditures, personnel decisionsand
processes, and procurement operations.

Despitetheact’spotentia benefits, the
transformationit allowsisaformidableone.
USPTO must devel op the necessary personne,
procurement, and administrative policies, aswell
asperformance-oriented processes and standards
for eval uating cost-effectiveness, whilemesting its
performance goa sunder the Government
Performance and ResultsAct (GPRA) and the
timelinessstandards of theAmerican Inventors
Protection Act. USPTO management viewsthe
passage of the act and the successful transitionto
aperformance-oriented organization ascritica to
the operating unit’ ssuccess at addressing other
challengesidentified by OlG inrecent years, as
described below.

M eeting staffing needsto handleincreasesin
patent activity. The number of patent application
filingshasskyrocketed in recent years, leading
USPTO to hire hundreds of new patent examiners
and adminigtrativejudges. Trademark filings, on
the other hand, have been onthedecline. In

FY 2001, for example, USPTO received more
than 326,000 applicationsfor patents—an
increase of 11 percent over FY 2000. However,
296,000 trademark requestswerereceivedin

Commerce OIG Semiannual Report

FY 2001, adecrease of 21 percent. To address
the expanding patent applicationworkload,
USPTO hired 789 patent examiners, but lost 706
through attrition during fisca years 2000 and
2001.

Our prior auditsof the Office of Patent
Publicationsand the Board of Patent Appeasand
| nterferencesreported on someof the challenges
facing USPTO inrecruiting andtraining examiners
andinhiring additiona administrativejudgesto
hear appeals. Asaperformance-oriented
organization, USPTO hasgresater flexibility to
designincentivesto attract and retain these highly
skilled employees. During thissemiannual period,
we completed areview of attrition problemsin
two patent examiner work groups (seepage 71).
We made anumber of recommendationsfor
improving the screening and hiring processand
thereby ultimately improving retention.

Managing construction of new facility. During
these next few years, USPTO and the General
ServicesAdministration must oversee oneof the
largest redl estate venturesthat thefedera
government will undertakethisdecade—
congtruction of USPTO’ snew 2.4 million-square-
foot officecomplexinAlexandria, Virginia When
completed in 2005, the 5-building complex will
provide spacefor USPTO employeesand
operationscurrently scattered among 18 buildings
innearby Crystal City. Now that construction has
begun, USPTO must aggressively hold thelineon
project costsand stay withinthelegidatively
mandated cap on the cost of completing the build-
out of thefacility’sshell.

Maintaining state-of-the-art infor mation
technology capabilities. USPTO continuesto
faceggnificant chdlengesinddiveringessentid IT
capabilities. TheAmerican InventorsProtection

March 2002
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Source: USPTO Business Plan February 2002. 2001. Washington, D.C.: United States Patent
and Trademark Office. Accessed at http://www.uspto.gov/web/menu/fin03presidbudgl.doc.

USPTO’s patent workload is projected to increase by roughly 30 to 50 percent annually from FY
2002 through FY 2006. Historically high turnover among patent examiners has made it difficult
for the bureau to process applications in a timely and efficient manner.

Act of 1999 requiresgreater operational efficiency
fromthebureau, further intensifying thedemands
placed onIT solutionsand USPTO'sahility to
develop new and upgrade existing systems. Our
March 2002 evaluation of USPTO'sinformation
security programfoundthat in general, USPTO'’s
documented policiesand proceduresare
consistent with accepted security practices, but
many important security requirementsarenot
implemented, and fundamental responsibilitiesare

frequently not carried out (see page 74). USPTO
concurred with our findingsand hasa ready begun
working toimplement our recommendations.
Whiletheresultsof our evaluation suggest that
information security hasyet to becomeanintegral
part of USPTO’sbusiness operations, the
bureau’ sresponseto our recommendations
indicates genuine concern about the security of its
I'T systemsand commitment to astronger security

program.
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CHALLENGE 4

Increase International Compliance
with Trade Agreements and Expand
Market Access for American
Exporters

To competeeffectively intoday’sglobal
marketplace, U.S. companiesneed help
addressing unfair trade practicesand viol ations of
trade agreements, inadequateintellectua property
protection, and other barriersto the export of
U.S. goods and services. Commerce must ensure
that itstrade compliance and market accessefforts
adequately serveU.S. companiesby helping
expand trade, open world markets, and eliminate
unfair competition fromimportspriced at lessthan
far market value.

Commerce, through various|Internationa Trade
Adminigtration offices, workswith the Office of
theU.S. Trade Representative, the Departments
of Stateand Agriculture, and numerousother
federal agenciesto monitor and enforcetrade
agreements. The number and complexity of
agreementshaveincreased substantially in recent
years.

Tohelpinitscomplianceefforts, I TA created the
Trade Compliance Center in 1996. The center
monitorsU.S. trade agreementsand reviews
complaintsfromavariety of sources. When
warranted, it formsacomplianceteamtobringa
caseto satisfactory conclusion. Team members
aredrawn from center staff and other ITA
operating unitsincluding Market Accessand
Compliance, Trade Devel opment, the U.S. and
Foreign Commercia Service, and other
Commerce agencies, asappropriate. In addition
totheactivitiescoordinated by the center, ITA's
other operating unitsperform asubstantial amount
of market access and trade compliance work.

Commerce OIG Semiannual Report

Overdll, ITA sapproach to trade complianceand
market accessisto try to solve problemsat the
lowest leve possible—avoiding forma dispute
settlement structures such astheWorld Trade
Organization, which cantakeyearsto resolve
cases.

Ontheimport side, unfair foreign pricing and
government subsidies can disrupt thefreeflow of
goodsand adversely affect U.S. companies
globa competitiveness. ITA'sImport
Adminigtrationworkswith theInternationd Trade
Commissionto enforcethenation’santidumping
and countervailing duty laws. A investigates
complaintsfrom U.S. industriesregarding foreign
producersand governmentsto determine whether
dumping or subsidization hasoccurred and, if so,
towhat extent. The commission determines
whether U.S. industry issuffering materid injury as
aresult of the dumped or subsidized products. If
both agenciesdeterminethat dumping andinjury
have occurred, 1A instructsthe U.S. Customs
Serviceto assessdutiesagainst imports of those
products.

INn 2001 GAQ identified monitoring and
enforcement of trade agreementsasamajor
management issuefor Commerce. It cited two
main reasonsfor thisproblem: (1) the
Department’sshortage of staff with theexpertise
to monitor compliancewith trade agreements, and
(2) itsdifficulty obtaining bal anced, comprehensive
input from the private sector.

The Secretary of Commerce hastaken stepsto
addressthe concerns of both Congressand GAO
by making the monitoring and enforcement of
trade agreementsatop priority for ITA and for the
Department asawhole. Commercereceived
additiond funding for trade complianceactivitiesin
FY 2001 under the Compliancelnitiative.
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We agreethat amore coordinated federal effortis
needed to improve compliance. Our review of

| TA' strade agreement compliance process, as
managed by the Trade Compliance Center, found
that the bureau needsto enhanceitscoordination
and tracking of trade compliance and market
accessactivitieswithin I TA. Theresultsof this
review are described on page 50.

Inthefuture, weintend to review other aspectsof
I TA'sapproach to market accessand trade
compliance, aswell askey import administration
issues. Inthemeantime, I TA must continueto
work closely with U.S. companiesand other
federa agenciestoidentify trade compliance
problems, devel op workabl e solutionsfor them,
and thusenhanceAmerican firms accessto
foregn markets.

CHALLENGE 5

Enhance Export Controls
for Dual-Use Commodities

Theadequacy of export controlsisacontinuing
concern. Opinionsvary on how well the
government’sexport control policiesand practices
balancethe need to protect U.S. national security
andforeign policy interestswiththedesireto
promote U.S. trade opportunitiesand
competitiveness. Striking thisbalanceisa
sgnificant chalengefor the partiesinvolved,
particularly for Commerce’s Bureau of Industry
and Security (BIS), which overseesthefedera
government’sexport licensing and enforcement
system for dual-use commodities (goodsand
technol ogiesthat have both civilianand military
Uses).

Commerce OIG Semiannual Report

Strengthening dua-useexport licensaing and
enforcement requiresnew, comprehensive
legidativeauthority to replace the expired Export
AdministrationAct of 1979 and appropriately
address current export control needsand redities.
Passed during the Cold War, the act sought to
prevent theexport of critical goodsand
technologiesto Communist bloc countries. In
today’spolitical climate, rogue countriesand
terrorist groups seeking weapons of mass
destruction and the systemsto deliver them pose
new threatsto U.S. national security andforeign
policy goals. Legidationisneeded to address
thesethreats, aswell asto bolster BIS' regulatory
authority, stiffen penalties, and demonstrate
Americascommitment to maintaining srong
export controlswhileencouraging other countries
to do thesame.

Giventheimportance of export controlsto
national security, wehave devoted considerable
attention to the challengesfacing BIS. Specificaly,
we responded to arequest from the Senate
Governmenta AffarsCommitteetofollow upona
1993 interagency OIG review of the export
licensing process. At the conclusion of that follow-
upwork, we, along with OlGsfrom the Centra
Intelligence Agency and the Departments of
Defense, Energy, State, and the Treasury, issued a
special interagency report in June 1999 onthe
export licensing processfor dua-use commodities
andmunitions.

Subsequently, the National DefenseA uthorization
Act (NDAA) for Fiscal Year 2000, asamended,
directed theinspectorsgenera of the Departments
of Commerce, Defense, Energy, and Sate, in
consultationwith thedirectorsof the CIA and
FBI, to report to Congress by March 30, 2000,
and annudly until theyear 2007, onthe adequacy
of export controlsand counterintel ligence
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IG’s Message to Congress

measuresto prevent the acquisition of sengtive
U.S. technology and technical information by
countriesand entitiesof concern. In addition, the
NDAA for Fiscal Year 2001 requiresthe OlGsto
discussintheir annua interagency report the status
or disposition of recommendationsmadein earlier
reportssubmitted in accordancewiththeact. To
date, we have compl eted three additional reviews
of export controlsin compliancewiththeact, as
well astwo separatefollow-up reports.

Overall, our 1999 report described thelicensing of
U.S. dud-useexportsasaba anced multiagency
collaboration that attemptsto bring divergent

policy viewsandinformation to bear onthelicense

decision-making process. In addition, wefound
that thefour-level escalation procedurefor
resolving licensedisputesamong thereferra
agencieswasworkingrelatively well.

Whileour assessmentshaveidentified sgnificant
improvementsin export controlssince 1993, the
1999 report detailed someweaknessesinthe
licensing process. First, the processesfor
commodity classification and commodity
jurisdiction werenot timely and did not clearly
specify therole of each agency. Second, the
intelligencecommunity did not review al dud-use
export license applicationsor cons stently conduct
acomprehensive anaysisof gpplicationsit did
review, and license applicationswere not screened
againgt akey database maintained by theU.S.
Customs Service. Third, thereweresome
recurring problemswith BIS monitoring of
licensesthat had reporting requirements.

Subsequent reviews have added itemsto thelist of
areasthat need BIS' attention: the bureau needsto
clarify thelicensng policy and regulations
regarding therelease of controlled technology to
foreign nationals—commonly referredto as

Commerce OIG Semiannual Report

“deemed exports.” It also needsto conduct more
outreachtofederal and privateresearchfacilities
to ensurethat they are cognizant of thisregulation
and apply for deemed export licenses, when

appropriate.

Thebureau aso needsto improveitsmanagement
of thelist of controlled dua-use commoditiesand
technol ogies, known asthe Commerce Control
List. We have recommended that BIS makethe
list moreuser-friendly, improvethetimelinesswith
whichitimplementsagreed-upon multilateral
changestothelist, and addresstheinappropriate
useof nationa security controlsonsomeitems.

Furthermore, we have several concernsabout the
overd| effectivenessof the Committeeon Foreign
Investment inthe United States (CFIUYS),
gpecificaly CHUS lack of mandatory foreign
investment reporting and low number of
investigationsconducted on company filings, the
roleof the Treasury inoverseeing CFIUS
activities, and—within Commerce—thedivison of
responsibilitiesbetween BISand I TA for the
CFIUSprogram.

Theinteragency OIG review team hasagreed to
conduct an in-depth examination of the
Committee seffectivenessas part of itsfuture
work under the Nationa DefenseAuthorization
Act.

UPGRADESTO AUTOMATED SYSTEMS

During thisreporting period, wecompleted a
review of BIS effortsto upgradeitsautomated
licensing and enforcement systems. These
enhancementsareimportant for the Department
because BIS needsamoreefficient system for
processing export license applications. Our review
found that BIS has made some progressonits
redesign effort. For example, two components of
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the system are expected to beready for
implementationin 2002. However, our review also
highlighted several areasneedingimprovement to
ensurethelong-term success of the project,
including (1) planning, (2) implementation of
established information technol ogy management
best practices, and (3) coordinationwith the
interagency export licensng community.

In addition to our assessment of Commerce's
system, theinteragency OI G review team | ooked
at thevariousautomated dual-useand munitions
export licensaing syssemsmaintained by
Commerce, Defense, Energy, and Stateto
determinewhether the systems could better
interact and whether system modernization
initiativeswerein accordancewith federd policies
and regulations (see page 21).

Focusep PrIORITIES

Thechallengesfor BIS, aswell asfor the
administration and Congress, remain (1) passinga
new Export AdministrationAct, (2) targeting
federd licensing and enforcement effortson those
exportsthat present thegreatest proliferation and
national security risks, and (3) streamlining or
eliminating control sthat unnecessarily hamper
trade. Wewill continueto monitor BIS effortsto
improve dua -use export control sthrough the
annual reviewsrequired by the National Defense
AuthorizationAct.

Commerce OIG Semiannual Report

CHALLENGE 6

I ncrease the Effectiveness
of Fishery Management

Source: NOAA

The Northwest Fisheries Science Center in Seattle,
Washington—one of five research facilities operated by
NOAA'’s National Marine Fisheries Service—provides
scientific and technical support for management,
conservation, and development of the Pacific Northwest’s
anadromous and marine fishery resources.

For nearly 30 years, the National Marine Fisheries
Service (NMFS) has had to balancetwo
competing interests: promoting commercial and
recregtiond fishing asvital € ementsof our national
economy and preserving populationsof fishand
other marinelife. TheMarineMammalsProtection
Act of 1972 and the Endangered SpeciesAct of
1973 gave NMFSresponsibility for preventing the
extinction of marinefish, mammals, andturtles, as
wel| asanadromousfish, such asPacific samon,
which migrate between the ocean and inland
waterways. The Magnuson-StevensAct of 1976
made NMFSthe primary federal agency for
managing marinefisheriesand established a
regional fishery management syssemto helpthe
agency carry outitsmission. A 1996 amendment
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totheact strengthened NMFS roleinprotecting ~ Wearealso completing areview of NMFS' plans

and sustainingfisheries. to design and congtruct thefirst of possibly four
acousticaly quiet, state-of-the-art fisheries

The Department hasreported that billions of research vessels. These shipswill beusedto

dollarsineconomic growth, thousands of jobs, performawidevariety of scientificactivities, such

and countlessfishing opportunitieshavebeenlost  asimplementing advanced technologiesfor
asaresult of overfishingand overcapitalizationin ~ assessing fish stocks. Weare assessing

commercia and recreationd fisheries. While management controlson theacquisitionto ensure
certain fisheries appear to bewell managed and thevessasare procured on scheduleand within
produce positive benefits, othersare severely cost and that they meet NMFS' requirements. We
depleted and must therefore be restored and will detail our findingsfor both of thesereviewsin
properly managedtoredizetheir long-term the next Semiannual Report to Congress.

potentia. At the sametime, fish specieslisted as
threatened or endangered need to berecovered.

Among 52 distinct groupsof Pacific salmon, for 7
example, 26 arethreatened or endangered. CHALLENGE

NMFS hasrecently taken stepsintended to help Continue to Improvej[he )

restore Padific s monruns, Theagency'sspecific  Department’s Strategic Planning
interest under the Endangered SpeciesAct isto and Performance Measurement in
manage protected speciesthrough conservation Accordance with GPRA

programsand recovery plans. Its Federa

ColumbiaRiver Power System 2000 Biologica Sound oversight of federa programsby Congress
Opinion and the broader Federal CaucusBasin- and agency managersrequiresrelevant

wide Salmon Recovery Strategy established performance measures and credible performance
performance standardsto guiderecovery of data. The Government Performance and Results
Pacific sdlmoninthe ColumbiaRiver Bagin. Act of 1993 wasdesigned to ensurethe
NMFS has also put together teamsto develop availability of such databy mandating that agencies
recovery plansfor threatened and endangered set goalsfor program performance and report
Pacific sdmon species. outcomes measured against those goals. Asthe
administration movestoward integrating budget
Wearecurrently evaluatingtheroleof NMFS and performanceinformation and using
Northwest Fisheries Science Center insupporting  performance datato make funding decisions, the
salmon recovery efforts. Specificaly, weare credibility of reported performanceresultswill be
ng the center’ simplementation of its evenmorecritical.
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Salmon Research Plan, which established priorities

to ensurethat themost important scientificwork is ~ Likeother federal agencies, the Department of
conducted. If our review identifiesdeficienciesin Commercefacesthe chalengeof producing data
the processthe center usesto guideitsresearch, that isaccurate, appropriate, reliable, and useful.
wewill recommend appropriatecorrectiveaction.  Tothisend, Ol G hasbeeninvolved with

Commerce OIG Semiannual Report March 2002




FY 2001 Annual Program Performance

Bureau Number Number M easur es M easur es
of Goals of Measures M et Not Met
EDA 2 12 10 2
ESA 3 8 7 1
ITA 4 7 2 5
BIS 4 10 4 6
MBDA 2 3 2 1
NOAA 7 29 22 7
USPTO 3 7 4 3
TA 6 12 7 5
NTIA 3 3 2 1
Vanogemen| 3 2 17 3
Totals 37 1m 77 A

Source: Department of Commerce FY 2001 Annual Program Performance Report and FY 2003 Annual Performance
Plan. Commer ce operating units continue to improve their performance track record.

Commerce seffortsto implement GPRA since
1997 and hastaken thefollowing stepsto ensure
the collection and reporting of suchinformationto
decisonmakers:

3% provided implementation adviceand
assistance,

3% monitored reviewsby certified public
accounting firmsof performancedata
containedintheannual financia
Satements,

3% made presentationsto departmental
officialson theimportance of ensuring that
performance-rdatedinformationis
reliable,

% providedinforma commentstothe
Department on various GPRA-rel ated
documents, and

% auditedinterna controlsfor selected data
on bureau performance.

Commerceisoperating under itssecond strategic
plan, which coversfiscal years 2000 to 2005.

Commerce OIG Semiannual Report

Whilewebdievethe Department hasmade
progresstoward meeting the challenge of how
best to plan and measureits performance,
sgnificant opportunitiesfor improvement remain.
Our most recent audits of performance
measurement and reporting at two Commerce
bureaus, NIST and USPTO, confirmed the need
for additiona improvementsinthereporting of
performanceresults—and improvementshave
followed. For example, NIST responded to our
findingsof inadequatereporting by providinga
moreinformativediscussion of performanceresults
inthe Department’sFY 2001 Accountability
Report and correcting reported resultsfrom prior
yearstoreflect our audit findings.

Wearecurrently evauating performance
measurement and reporting at NOAA and, if
warranted, will makerecommendationsto the
Department and itsoperating unitsregarding the
accuracy, appropriateness, reliability, and
usefulnessof itsperformance data.
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CHALLENGE 8

Srengthen Financial M anagement
Controls to Maintain a “Clean”
Opinion on the Department’s
Consolidated Financial Satements

The Chief Financid OfficersAct of 1990, the
Government Performance and ResultsAct of
1993, the Government Management ReformAct
of 1994, and the Federal Financia Management
Improvement Act of 1996 weredesigned to
improvefinancia management and accountability
inthefederal government. These statutesrequire,
among other things, the preparation and audit of
agency financiad statementsthat present anentity’s
financia position and resultsof operations, aswell
asother information needed by Congress, agency
executives, and the public to assessmanagement’s
performance and stewardship. Theaudit report
must statewhether an agency’sfinancia
management systemscomply with federa
requirements.

The Department received an unqualified (clean)
opiniononitsFY 2001 consolidated financial
statements—thethird consecutiveyear for this
accomplishment despite continuing obstacles,
including theabsenceof asingle, integrated
financia management system. During FY 2001,
the Department and itsreporting entitiesmade
sgnificant progresstoward resolving aprevioudy
reported material weaknessregarding prompt
recognition and recording of appropriations, and
thiswesaknesshasthusbeen eliminated. In

addition, someimprovement in accounting balance

reconciliationseliminated that matter asaseparate
reportabl e condition; the remaining weaknesses
associated with that condition are now addressed
inthereportablecondition onfinancia
management and reporting. Notwithstanding

Commerce OIG Semiannual Report

subgtantial improvementsin financia management,
maintaining aclean audit opinionremainsamgor
challenge, especially under theaccelerated
financial reporting dates mandated by OMB for
FY 2002 and beyond. Further improvementsare
essential to enablethe Department and itsentities
to correct the material weaknesses and other
deficienciesidentified intheauditsof FY 2001
statements. Material weaknessesare seriousflaws
inthedesign or operation of aninternal control
component that increasetherisk that errors, fraud,
or noncompliancein material amounts may occur
and not bereadily detected.

Theauditsof the Department’sFY 2001
statementsidentified two reportable conditions
(oneof whichisconsidered amateria weakness)
and severd instances of noncompliancewithlaws
and regul ations, none of which wasanew matter
(seepage83). Thenumber of deficienciesislower
thanin previousyears, but still representsan
obstacle Commerce must overcometo avoid
jeopardizing futureclean opinions.

The Department recogni zesthe need for ongoing
effortsto createafinancial management
environment that providestimely, accuratefinancia
and performanceinformation and complieswith
federa lawsand regulations; it continuesto focus
on strengthening financial management controls.
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CHALLENGE 9

Successfully Implement Acquisition
Reform Initiatives

Acquistionreforminitiatives, such asthe Federa
Acquisition StreamliningAct of 1994 and the Clinger-
CohenAct of 1996, wereintended to reducethetime
and money spent in purchasing needed goods and
services. Toaccomplishthisgod, reforminitiatives
(2) rely on performance-based service contracting,
(2) consider past performancein awarding contracts,
and (3) promotegreater useof commercialy available
products. They also emphasize results-based
acquisitionand promotelife-cyclemanagement of IT
asacapital investment. Performance-based
measurement toolssuch asearned valueand risk
management arekey features of acquisitionreform
efforts.

With theimplementation of acquisitionreform
initiativeswell under way inthe Department of
Commerce, OIG'sfocusisshifting to the effectiveness
of theoverall acquisition process. The Department
annually spendsmorethan $1 billion, or about one-
quarter of itsappropriation, through large contracts
and other procurement vehicles. The challengefor
Commerceisto balancethedesireto streamlinethe
acquisition processwith the need to ensure that
taxpayer dollarsarewisely spent and lawsand
regulationsarefollowed. A streamlined processshould
not neglect basic acquisition principles: careful
planning, appropriatelevel sof competition, adept
negotiations, well-structured contracts, and effective
contract management.

Federa oversight organizations, suichasGAO and

OMB’sOfficeof Federa Procurement Policy
(OFPP), dong with the Ol G community, continueto

Commerce OIG Semiannual Report

identify deficienciesinagencies acquisition
practices. For example,

¥ GAO andvarious Ol Gshavereported
problemswith someagencies useof
purchase cards, primarily weak internal
and adminigtrative controls, improper
purchases, lack of proper accountability,
and inadequatetraining for card usersand
theofficialswho approvetheir purchases.

¥ OFPP, GAO, and othershave expressed
concerns about the use of government-
wide agency contractsand other multiple-
award agreements, such asfailureto
obtain competitive quoteswhen using
GSA schedule contracts.

¥ Withfedera spending onservices
exceeding $87 billioninfisca year 2000,
GAO and OFPP havecriticized theway
thegovernment buysservices, notingin
particular thefailure of many agenciesto
focusonresults.

We, too, have had ongoing concernsabout service
contracting within the Department, and in recent
reportshaveidentified problemswith
performance-based service contracting. I ssues
includefailureto use performance-based task
orderswherethey would bebeneficid, insufficient
planning for contract administration and
monitoring, and the need for increased training of
contract technical representatives.

Inthissemiannual period, wecompleted the
fieldwork for areview of I'T servicecontracts
throughout the Department to determinewhether
they containinformation security provisionsthat
adequatdly safeguard sengitive but unclassified
systemsand information. Wefound that such
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provisionswereeither inadequate or nonexistent.
Werecommended that the Department develop
policy, incorporate appropriate contract
requirements, and requiretraining to help ensure
that contracts contain adequateinformation
security provisions, and that acquisition, program,
and technical personnel are knowledgeable about
how to plan, implement, and manage such
contracts. We a so have continuing concernswith
management of the purchase card programwithin
the Department and are conducting aseries of
auditsof that program.

Thecomplex natureof certain streamlining
initiatives such as performance-based service
contracting increasestheimportanceof usnga
multidisciplinary team approach to procurement.
Teamsshouldincludenot only experienced
contracting and procurement staff, but also
program, technical, budget, financid, logistics, and
legd personnd. Webelievethat thelack of
adequate security provisonsin|T service
contractsisattributable, in part, toinsufficient
involvement of program managersand I T
personnel during acquisition planning, requirements
definition, and contract award.

Commerce has continued to implement various
acquisitionreforminitiativesand hastaken stepsto
improve procurement proceduresand oversight.
Its Office of Acquisition Management (OAM) has
automated the procurement processand
conducted an andysisof theacquisition
workforce, focusing onthequality of that
workforcewithinthe Department and itsneed for
toolsand training. The office hastaken stepsto
provide oversight and measure performance of
acquigition activities, usng arisk management
programto monitor the effectivenessof reform
initiatives Department-wide. It hasalso reviewed
procedures used by operating unitstoissuetask

Commerce OIG Semiannual Report

and delivery ordersunder GSA Federd Supply
Schedulesand other multiple-award contracts,
andisreviewing interagency agreementsand
memorandumsof understanding, aswell as
purchase card policy. Finally, OAM isworking
withthe Office of the Chief Information Officer
and the Commerce budget officetointegrate
budget and planning for I T acquisitions. Wewill
continueto periodically assessthe status of these
efforts.

CHALLENGE 10

Effectively Manage Major Facilities
Renovation and Construction
Proj ects

The Department has plansfor several major
congtruction projectsthat warrant Ol G monitoring
andreview:

% NOAA has33renovation and
congtruction projectsscheduled or in
processto ensurethat itsfacilitiesremain
stateof theart and thusfully support its
missionsof environmenta monitoring and
protection. Theseinclude modernization of
aNationa Wesather Servicefacility in
Alaska, theNational Ocean Service's
Marineand Environmental Hedlth
Research labin South Caroling, and a
Nationa MarineFisheriesServicelabin
Hawai.

% NIST will continueitsmultimillion-dollar
programto upgrade existing laboratories
in Gaithersburg, Maryland, and Boul der,
Colorado, including construction of the
advanced measurement laboratory in
Gaithersburg.
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Current and Planned Construction Projects

Number of Estimated Costs
Projects (in millions)

Operating Unit

W

ofle

Office of the
Secretary

Source: Commer ce Office of Real Estate Policy and Major Programs

¥ USPTOisimplementingitshillion-dollar Effectiverenovation/construction managementisa
planto consolidate employeesand critical challengefor the Department because of
operationsinanew facility under thenumerousinherent risksinvolvedinthe
condructioninAlexandria, Virginia Thisis  planning and management of large, costly, and
oneof thelargest real estate venturesto complex capital improvement and construction
be undertaken by thefederal government  projects. Departmental leadership and OIG

inthisdecade. overs ght are needed to maximize Commerce's
% TheCensusBurea intendsto construct return onitsinvestment in these projects. Past
two buildingsat itsheadquartersin OIG reviewsof major renovation and construction

ventures have demonstrated that up-front

oversght—that is, closemonitoring during

planning andimplementation—isessential.

% FutureCommerceplansincludeeffortsto  Detecti ng and addressing potential problems
completely modernizeitsheadquartersin - during the devel opmental stagesrather than after a
Washington, D.C. project’scompletion savesuntold timeand money.

For thisreason, weplanto actively monitor the

progress of some of the Department’s current and

planned construction projects.

Suitland, Maryland, to provide employees
with safe, modernfacilities.
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Bureau of Industry and Security

The Bureau of Industry and
Security?! is primarily responsible
for administering and enforcing the
nation’s system for controlling
exports of sensitive dual-use
goods and technologies. BIS’
major functions include formulating
and implementing export control
policy; processing export license
applications; conducting various
policy, technical, and economic
analyses; promulgating
regulations; conducting industry
outreach; and enforcing the Export
Administration Act and regulations.
BIS’ activities also include
promoting federal initiatives and
public-private partnerships across
industry sectors to protect the
nation’s critical infrastructures. BIS
is divided into two units:

Export Administration
implements U.S. export control
and nonproliferation laws and
policies through export licensing,
commodity classifications, and
advisory opinions; technical,
economic, foreign availability, and
policy analyses; promulgation of
regulations; and industry outreach.
It also conducts various defense
industry activities and enforces
industry compliance with arms
control treaties.

Export Enforcement participates
in reviews of export license
applications and conducts criminal
and administrative investigations
relating to the export control
portions of the Export
Administration Act and regulations.
It also administers and enforces
the antiboycott provisions of the
act and regulations.

Commerce OIG Semiannual Report

JoINT REVIEW BY FIVE | G OFFICES CALLSFOR
GREATER | NTERAGENCY COOPERATION ON
ExPoORT L1CENSE SYsTEMS DEVELOPMENT

To prevent countriesand entitiesof concern from acquiring militarily
sengitive U.S. technol ogy and technical information, the Departments of
Commerce, Defense, Energy, Justice, and Statereview export license
applicationsfor approva or denia. TheNationa DefenseAuthorization
Actfor Fiscal Year 2000 directstheinspectorsgenera of Commerce,
Defense, Energy, and State, in consultation with thedirectorsof the
Centra IntelligenceAgency andthe
Federa Bureau of Investigation, to

He s LFE S A
lmteragency Hesbes ol 5

assessthe ajequmy of eXport Feidvral .'lll.‘ﬂ-ll'l‘;l.EFI'J i':ipl'lli
controlsand counterintelligence * W b fetp e
measures and submit areport to

Congressby March 30 of each

year through 2007.

In 2002, to comply with thethird-
year requirement of the act, the
Ol Gsconducted aninteragency
review of theautomated systems
that support theexport licensing
and enforcement processes. The
objectivewasto determine how
effectivethe systemsareand how
well they interact, and whether it isfeasbleto develop asinglefedera
automated export licensing network or other dternatives.

Review Results

Dud-useexport licensing involves multi ple automated systems owned and
operated independently by thelicensing and review agencies. Many of
these systemswere devel oped prior to some of today’ sinformation-
sharing technologies, so arenot optimally effective given present-day
information-processing capabilities. Dua-uselicensing agencieshave

In April 2002, the Bureau of Export Administration (BXA) changed its name to the
Bureau of Industry and Security (BIS).
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Administration Enforcement

Commerce OIG Semiannual Report

made progressin modernizing their automated systems; however, current
systemslimitationsinclude (1) differing security standardsamong
agencies, (2) cumbersome manual and paper-based processes, and

(3) lack of acomprehensive export-information database that can be
used to assessthe cumul ative effect of multiple exports. Improvement
aternatives, beyond enhancing existing system interfaces, may not have
been adequately considered. Commerceistheagency primarily

respons blefor licensing dua-use exports.

Munitionsexport licensing, likedua-uselicensing, involvesmultiple,
independently owned and operated, and nonintegrated automated
systems. State, theagency primarily responsblefor munitionslicensing,
hastaken stepsto upgrade aspects of itsautomated internal processes,
but much of thelicensing processremainsmanual or paper based. In
addition, State' singpector genera found that the agency’ssystems
development approach does not include adequate risk management,
identification of requirements, or coordination with industry and other
federd agenciesinvolvedinthelicensing process.

U.S. Export Systems (USXPORTYS), aDefenseinitiative, was established
in 2000 to addressinteroperability concernsacrossagency lines.
Partnering with Commerce, the USXPORT S Interagency Program
Management Office hasplanned and implemented significant
improvementsintheexport licensing processesfor dua-use commodities.
However, USXPORT Shasbeen unableto fully addressinefficiencies,
identify requirements, and streamlinethe munitionsexport licensing
process. Asaresult, itsorigina goa—to modernizetheentirefedera
export licensing process by providing participating agencieswith
electronic accessto pertinent export data—has not yet been achieved.

RecommendationsSummary

Theinteragency report recommended that the Secretary of Commerce, in
conjunction with the Secretaries of Defense, Energy, State, and the
Treasury, establish accountability for developing, integrating, and
modernizing federa automated dua-use export licensing systemswithout
unnecessary duplication. Establishing accountability would includeforming
asenior-level organizationa structure, such asaninteragency steering
committee, to overseethe devel opment effort.
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For munitionsexport licensing, theteam recommended that the
Secretary of State devel op amemorandum of understanding withthe
Secretariesof Defense, Energy, and the Treasury to develop integrated
and modernized automated munitionslicensing systemswithout
unnecessary duplication and with an organi zationa structureto oversee
thedevelopment effort.

For both dua-use and munitionslicensing, it wasrecommended that the
Secretary of Defense continueto work with Commerce, Energy, and
Stateto better integrate Defense’ srolein reviewing and processing
licenses.

For the USXPORT SInteragency Program Management Office, the
recommendation wasthat the Secretary of Defenseredirect
USXPORTS primary focusto automeating, integrating, and modernizing
Defense' sprocessesfor disseminating and reviewing export license
applicationsand associ ated technica documentation within that agency.
(Offices of Inspector General of the Departments of Commerce,
Defense, Energy, Sate, and the Treasury: 1PE-14977; Department
of Defense: D-2002-074)

STRENGTHENING ECASS M ODERNIZATION
EFForTs WouLD HELP ENSURE THE PROJECT' S
L ONG-TERM SUCCESS

In addition to the multiagency review, each Ol G looked at itsown
agency’ seffortsto modernizeitsexport licensing system. Wereviewed
BIS Export Control Automated Support System (ECASS) to
determinewhether Bl Shad (1) adequately considered business process
changesand appropriate resourcesfor thelife of the project;

(2) established aninfrastructure capable of monitoring project costs,
schedule, and deliverables; (3) devel oped aredlistic, achievable system-
design schedule; and (4) implemented previous Ol G recommendations
pertaining to modernization of theexport licensing system and other
interna control issues.

Commerce OIG Semiannual Report
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What We Found

Since 1998, when the ECASS 2000+ redesign began, BIShas made
progressinfour key areas. First, appointing aproject manager in March
2000 brought direction and stability to the project. Second, BISis
working with Defense’'sUSXPORT Sofficeto develop a“front-end”
licensing subsystem, called the Simplified Network Application
Processing (SNAP)%/Electronic Support Documentation (ESD) system
that allowsexport license gpplicantsto submit al typesof applications
and supporting documentation on-line. Third, BIS' new export
enforcement investigativetracking systemisscheduled to be
implemented in June 2002. Fourth, during itsfiscal year 2003 budget
planning cycle, Bl Sestablished aCapital Planning Teamto coordinate
itsstrategic planning, annual budgeting, and information technology
functions. Still, thereismuch to bedone.

Evaluation Reveals Issues Requiring
Renewed Attention

Planning, Resour ces, and Over sight by BIS M anagement and
the Department

BIS businessprocessreengineering (BPR) study, completedin 1998, is
too narrow in scope; thisdeficiency was not adequately addressed by
BlSmanagement. A BPR study yieldsinformation used to defineor
redefinerequirementsthat must be met by an automated system. A
flawed BPR study can mean aflawed benefit-cost analysis. Also, the
ECASSredesignisbased on abenefit-cost analysisthat isoutdated in
termsof both cost and proposed requirement changes. Complicating
thisissueisthefact that Bl Sincreased itsbasdlinefor ECASSfrom $6
millionin 1998to $7.5 millionin 2001 without preparing adequate cost
estimates. Asaresult, Bl Sdoesnot know what funding levelsare
needed or whether the $7.5 millionwill be sufficient to complete
ECASS 2000+ by fiscal year 2006. Another planning issue concerns
stakeholder participation. Not all ECASS 2000+ users' specific needs
and requirements have been adequatel y specified and documented. We
found minima user involvement inthe preparation of requirementsfor
thelicens ng subsystem, and theinformation technol ogy security
requirements had not been specified.

2SNAPis currently being beta tested at http://www.bxa.doc.gov/SNAP/default.htm; it is
scheduled for releasein mid 2002.
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Documentation of Security Requirementsand | mplementation of
I T Best Management Practices

Although the ECA SS 2000+ project officially beganin March 2000, as
of September 30, 2001, BIS had not completed the design of key
system management processes or the documentati on needed to better
managetheredesign. At that time, ECASS 2000+ |acked adequate
management toals, including (1) aconfiguration management process,
(2) arisk management process, (3) asoftwareacquisitiontraining
program for its project team members, (4) aproject management plan,
and (5) atarget architecture. OMB, GAO, and the Department’s Office
of Chief Information Officer haveall noted that these management tools
arerequisitefor systemsdevel opment.

I nter agency Cooper ation on Planning, Design, and Development

Our 1999 export licensing report rai sed concerns about the multiple,
discreteautomation effortsunder way by thevariousexport licensing
agenciesand recommended that Bl S coordinateits system development
effortswith the other agenciesto maximize efficienciesand savingsas
well asacquireamoreintegrated licensing system. Sincethen, BIShas
been involvedin someinteragency modernization effortsbut hasnot
involved the other agenciesinitsown redesign effort beyond SNAP/
ESD. Also, BISmay not be adequately considering system
improvement alternatives beyond enhancing interfaceswith theexisting
licenang systems.

Recommendations Summary

Asaresult of our findings, we made 13 recommendationsto the Under
Secretary for Industry and Security, essentia ly suggesting that BISdo
thefallowing:

% Determinewhether changes proposed in the 1998 business
processreengineering study, aswell asthoseina2001 interna
licensing task forcereport, should befactored into ECASS
2000+ design and requirements.

% During the second quarter of FY 2002 (January-March 2002),
implement the ECA SS 2000+ configuration management and
risk management processes, revise and approvethe program

Commerce OIG Semiannual Report March 2002



Bureau of Industry and Security

management plan, completethetarget architecture, and select
thelocationfor ECASS.

% Devedop acentra multiagency datarepository for records
pertaining to al applicationsreviewed, ensuring that the
repository has appropriate access control syet permitsagencies
to retain control of their respective databases.

¥ For FYs2002 through 2005, determinewhat resourcesare
needed and how to secure adequate funding for them, and
whether itisnecessary to extend the project timeframe. Al so,
document security requirementsand determinehow to fund
them.

% Ensurethat relevant interagency stakeholdersvalidate system
requirements. Also, determinewhether Defense canuse
ECASS 2000+ for itsexport licensing needs. To promotethe
accord essentid to devel oping an effective decis on-making
processfor export licensing and security policy, document the
respongibilitiesof dl dud-uselicensang agencies, including
Treasury and the Centrd Intelligence Agency, and the best
approach to coordinating the ECASS 2000+ redesign effort
with each agency’ sautomation initiatives. (Office of
Inspections and Program Evaluations: |PE-14270)
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The Economic Development
Administration was established
by the Public Works and Eco-
nomic Development Act of 1965
to generate new jobs, help retain
existing jobs, and stimulate
commercial and industrial growth
in economically distressed areas
of the United States. EDA
continues to fulfill this mission
under the authority of the
Economic Development Adminis-
tration Reform Act of 1998, which
introduced the concept of
Comprehensive Economic
Strategies, a local planning
process designed to guide the
economic growth of an area.
Based on these locally and
regionally developed strategies,
EDA works in partnership with
state and local governments,
regional economic development
districts, public and private
nonprofit organizations, and
Indian tribes to help distressed
communities address problems
associated with long-term
economic deterioration and
recent, severe economic disloca-
tions, including recovery from the
economic impact of natural
disasters, the closure of military
installations and other federal
facilities, changes in trade
patterns, and the depletion of
natural resources. EDA provides
eligible recipients with technical
assistance, as well as grants for
public works and economic
development, planning, training
and research, and economic
adjustment.
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During thisreporting period, we completed audits of five EDA revolving
loan fundsand four public works projects. Our findings of improper and
excessclaims, noncompliancewith funding regulations, andlack of need
resulted in recommendationsfor fundsto be put to better usetotaling
about $1.9 million and questioned coststotaling approximately
$1.7million.

NoNcomPLIANCE AND QUESTIONABLE CoSTS
Founp INAuDIT oF UTAH CORPORATION’S
Derense CoNVERSION GRANT

In our March 2001 issue (page 28), wereported on our interim audit of
adefense conversion grant awarded to aUtah city in 1996 to help
redevel op aclosed army depot for commercia use. The EDA-funded
project included construction of both asewer linefrom thedepot to the
city’snew wastewater treatment plant and collector sewersat the depot.
Thetota approved project cost was $5,371,000: $2,500,000in federal
funds (47 percent) and $2,871,000 asthe city’smatching share (53

percent).

Inour interim audit report, we questioned $3,416,014 in costsclaimed
under the EDA award as unsupported. Aspart of the audit resolution,
weagreed to performafinal cost audit of thegrant in coordination with
aDepartment of theInterior audit of arelated Bureau of Reclamation
gran.

Our final audit, completed this period, revealed that thecity (1) did not
completetheorigina grant project becauseit failed to construct the
collector sewers, (2) used project underrun fundstoimpermissibly
expand the scope of the project, (3) claimed unbudgeted and
unsupported in-kind land costs, (4) allocated excessive wastewater
treatment plant coststothe EDA grant, and (5) failed to maintainan
adequatefinancia management system, whichresulted induplicative
cost claimsto the EDA and Bureau of Reclamation awards. We
questioned atotal of $3,042,324 in claimed project costs, which
included approximately $2,500,000 in costsal so billed to the Bureau of
Reclamationgrant.

Werecommended that EDA (1) provide no additional fundsto finance
theincompl ete portion of the grant, (2) disapprove any expansion of the
grant scopethrough the use of underrun funds, (3) disallow unsupported

B
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in-kind contributionsof land and excessive all ocations of wastewater
trestment plant costs, (4) requirethecity to maintain an adequate
financia management systemfor future awards, and iminate duplicative
project costsfromitsclaimsonthe EDA and Bureau of Reclamation
grants, and (5) seek recovery of EDA’sshare of questioned costs.
(Denver Regional Office of Audits: DEN-14874-2)

RLF IN PuErTO Rico WasNoT RECORDING
ProGrRAM INCOME

We performed afinancia and complianceaudit of an RLF establishedin
1987 through a$500,000 EDA grant to aninstitutionin Puerto Rico.
EDA recapitaized the RLFtwice, providing an additiona $1 millionfor
thefund in both 1989 and 1990. When combined with therecipient’s
required matching contribution of $1.75million, total capitalizationfor
the RLFwas$4.25 million. In 1999 EDA awarded another $1 millionto
the RLF; however, use of thesefundswasrestricted to providing

assi stanceto busi nesses adversely impacted by Hurricane Georges,
which hit Puerto Rico the previousyear. The primary objective of our
audit wasto determinetheinstitution’scompliancewith applicable
federa lawsand regulations, EDA guidelines, and grant termsand
conditionsinadministeringthe RLE

Weissued two reportson the audit: one dealing with the 1999
recapitalization award and asecond addressing the overall
administration of the RLF under thethreeearlier avards. At thetimeof
our audit, no funds had been drawn down on the 1999 award and no
loans had been made. Under the circumstances, we recommended that
EDA terminatethegrant and deobligate the $1 million in undisbursed
federa funds. The agency agreed and subsequently implemented our
recommendation. (Atlanta Regional Office of Audits: ATL-13955-1)

We reported jointly on the other three awards because they shared the
same genera purpose and were administered asone RLF project. Our
audit determined that $204,276 in cumulative RLF income had not been
recorded, which caused theinstitution to understate thefund’sactual
balance and may have unnecessarily restricted itsRLF lending over the
years. We a so found instances of improper lending; unsupported
administrative charges; inaccurate|oan, income, and cost datain reports
to EDA; andfailuretofilerequired annua RLF plan certifications.
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Therecipient took stepsto resolve certain of theaudit findingsafter we
issued our draft report. In view of these developments, our final
recommendationswerethat EDA requiretheingtitutionto (1) record
and deposit into the RLF account an additional $51,988 inincome,

(2) record all futureincomein accordancewith grant regulations,

(3) annualy submit aproperly executed RLF plan certification, and

(4) ensurethat future statusreportsto EDA are accurate. (Atlanta
Regional Office of Audits: ATL-13955-2)

UNCERTAINTIES, QUESTIONED CosTs DiscLOSED
INAUDIT OF ARIZONA WATER SYSTEM PROJECT

InAugust 1999, EDA awarded apublic worksgrant toatownin
Arizonafor construction of the second phase of afive-phasewater
distribution master plan. Phasell wasintended to provideanew
infrastructureto replace contaminated portions of the existing water
syseminthetown’scommercia section.

Thetotal cost of phasell was$2,584,500, of whichthe EDA grant
would fund amaximum of $1.2 million, with the balanceto be covered
by $1,384,500in local matching funds. EDA asked usto conduct an
interim audit of the project to determinewhether thetown had sufficient
fundsfor the match, had obtai ned required easements and rights-of -
way, and had claimed only those project costsallowed under theterms
of thegrant. Our audit examined project activitiesand costsclaimed
under theaward for the period of August 25, 1999, through January 11,
2001.

We verified that thetown had the easementsand rights-of-way for part
of the construction contract that was under way. Howevey, it wastill
trying to securethe easements necessary to completethe current
contract and obtain approva to start the remaining two contractsfor
phasell.

We a so determined that thetown had failed to comply with federd
procurement and financial management standards, and with federa cost
principlesapplicableto theaward. Specifically, wefound thetown had
(1) selected thetown engineer to serve asthe phasel| project engineer
rather than submit the architectura engineering contract to competitive
bidding, (2) devel oped anincompl ete and incons stent engineering
agreement, and (3) failed toimplement proceduresto adequately
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manage the contract. We al so found that thetown’sfinancia
management system could not generate accurate dataabout results of
theaward. Thisnoncompliance weakened the reci pient’s control over
EDA fundsand caused usto question amost the entire amount of costs
claimed through theinterim audit cutoff date—$212,388 of $214,398.

Finally, we concluded that thetown had the required matching funds, as
well assufficient funds, to compl ete theremaining three phases of the
master plan, if actual costs stayed withinthe January 1999 estimate of
$5.3 million. We cautioned, however, that further delaysin obtaining
easementsand rights-of-way and EDA’ sdetermination regarding
questioned costs could jeopardize compl eting the project within budget.

Based on our findings, werecommended that EDA disallow the
questioned cogts, offset thefederal share of disallowed costsagainst the
recipient’ sfuture requestsfor reimbursement, and take severa

additiond actionsincluding thefollowing:

1. Prohibit thetown from advertising future contractsuntil it
obtainsall required easementsand rights-of-way.

2. Advisetownofficidsthat dl costsincurred under the
project engineering agreement areunalowablefor EDA
participation, and of fset thefederal shareof al engineering
expenses claimed subsequent to theinterim audit against
futurereimbursement requests.

3. Determinewhether thetown hassufficient fundsto
completethe EDA portion of the project onceit dealswith
our recommendations. If it doesnot, EDA should
terminatetheaward and recover all federal funds
disbursed.

In generd, thetown agreed with thefindings of our audit and took
action on several recommendations. Although it agreed with our
guestioning of $212,388 in claimed costs, it disagreed with our
recommendation that EDA disallow these costsand recover thefedera
share, citing mitigating circumstances. EDA sustained our findingsand
recommendations. (Seattle Regional Office of Audits: STL-14253)
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AuDIT oF LouisiaNA RLF ReVEALSFAILURE TO
CompLY WITHAWARD TERMSAND CONDITIONS

EDA awarded a$500,000 Long-Term Economic Deterioration (LTED)
grant to aLouisianaeconomic development organization in 1989to
establish arevolving loan fund to assi st businessesand support
economic development intheloca area. In 1996 the organization
received asecond EDA grant to recapitalizethe RLF. Weissued an
audit report in March 2001 (Atlanta Regional Office of Audit: ATL-
13214-1) that addressed the lack of need for therecapitalization award
(seedso March 2001 issue, page 26). Asaresult, in September 2001,
EDA deobligated the unused grant balance of $253,388.

During thissemiannual period weissued asecond report addressing the
organization'sfinancial management of the RLF anditscompliancewith
applicableadminigtrative requirements. Wefound that the organization’s
cost alocation planwasincompleteand failed to meet technical
requirementsand that annual organizational auditswerenot performed
asrequired. Inaddition, our review of RLF loan filesrevea ed that they
were not aways documented in accordancewith EDA requirementsand
that |oans may have been madeto unqualified borrowers.

We recommended that EDA require the organization to implement
proceduresto remedy these deficiencies. Theorganization generaly
agreed with our findings, noting that actionswere aready under way to
ensure future compliance. (Atlanta Regional Office of Audits: ATL-
13214-2)

AuDIT CoNFIRMSMuLTIPLE COMPLIANCE
| ssuesaT SouTH CAROLINA RLF

InApril 2001, EDA suspended thelending authority of an RLF operated
by a South Carolinacity, based on thecity’ sfailureto comply with
variousgrant termsand RL F administrative requirements. At that time,
EDA also requested that our office audit thefund. We performed a
financial and complianceaudit toreview theissuescited in EDA'saudit
request and to determinethe current financial statusof the RLF. Our
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audit confirmed that the city wasnot complying with numerous
adminigrativerequirements. Specificaly wefound thefollowing:

% TheRLF had morethan $47,000in excess cash reserves
resulting fromalack of loan activity inrecent years.

% Threeloanswere made during 1998 and 2000 that violated
provisonsof thecity’sRLF plan and werenot properly
documented.

% Thecity’'sRLF plandid not meet EDA guidelines, anditsmost
recent RLF plan certification wasincompl ete and inaccurate.

40' v"" % Thestatusof the RLFloan portfolio was materialy
misrepresented inthecity’slatest semiannual report to EDA.

@ {f"x o o@ * A minor amount of unallowable administrative costswere

t X: “‘.‘ﬁ charged tothe EDA RLF and two other federally funded RLFs.
ﬂ Y "‘-mlﬂa E ' F To remedy these problems, we recommended that EDA requirethecity
5 "f-_:....rwf_"’ J to dothefollowing:
6 e, o
o é % Usetheexcess cash to make new RLFloanswithin 6 months
d or remit all excesscash on handtothe U.S. Treasury.
% Ensurethat futureloansstrictly comply withthe RLF planand

document RLF loanfilesinaccordancewith EDA requirements.

¥ Revisethe RLF planto comply with EDA’s December 1998
plan guidelinesand ensurethat futureannua plan certifications
are completeand correct.

3% Ensurethat future semiannua RLF reportssubmitted to EDA
arecomplete and accurate.

¥ Reimbursethefederaly funded RLFsfor their respective shares
of theunallowableadministrative costs.

City officidshave agreed to correct the problems noted and have
already reimbursed the EDA RLFfor itsshare of unallowable costs.
(Atlanta Regional Office of Audit: ATL-14690-1)

Costs QUESTIONED INAUDIT OF GRANT TO
NEew Y ork EcoNnomIc DEVELOPMENT

ORGANIZATION

A $1,240,000 Defense Economic Adjustment grant wasawardedto a
local economic development organizationinNew York in 1995to help
fund therenovation of anindustria facility to createincubator spacefor
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small start-up companiesand devel op job opportunitiesfor workers
displaced by defenseindustry downsizing inthearea.

InMarch 1997, the grantee advised EDA that it could not continuewith
the project as planned and requested the agency’ spermission to usethe
awardto develop anindustrial park and multi-tenant industria building.
EDA denied therequest and subsequently notified the granteethat the
award would be terminated. The Economic Devel opment ReformAct
of 1998, however, providesreief for projects obligated with FY 1995
funds, specificaly giving granteesthe opportunity to modify aproject’s
scope of work. InAugust 1999, the organi zation requested an
amendment to theaward that would permit it to usethe grant proceeds
to devel op acountywidetraining program. EDA approved therequest
in February 2000, but by August 2000 it was clear that the project
could not be compl eted before the funds expired on September 30,
2000. EDA closed theaward, effective onthe expiration date.

Our audit of theaward found that the reci pient had improperly claimed
coststotaling $194,657, including aninadequately supported in-kind
costsclaim of $157,415for salariesand fringe benefits, and operations
and maintenance. The corporation aso violated thetermsand
conditionsof theaward by failing toreturn, ona timely basis, interest
earned on EDA disbursements.

Beforeweissued our final report, the granteeremitted $165,889to
EDA: $159,137 ingrant fundsand $6,752 in earned interest. Based on
the questioned costs, however, we determined that an additional
$42,011 was owed to thefederal government. We recommended that
EDA disallow thefull amount of questioned costsand recover the
$42,011 bal ance of excessdisbursements. (Atlanta Regional Office of
Audits: ATL-14033-1)

AuDpIT oF WASHINGTON RL F DiscLOSES
ADMINISTRATIVE | SSUESAND FAILURE TO
ComPLY WITH M ATCHING SHARE
REQUIREMENTS

In September 1998, EDA awarded a\Washington nonprofit association
a$300,000 grant, to be matched by $100,000in recipient funds, to
establish an RLF intended to provideincreased resourcesto low- and
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moderate-income personsexpanding or creating businessesinthearea.
Morethan 2 years after the award was made, however, 50 percent of
thegrant fundsremained undisbursed.

We performed alimited-scope, financial-related audit of theaward to
determinewhy fund disbursement had been delayed and to assess
whether avaid need for the RLF continued to exist. Wefound that
despite having missed two interim disbursement milestones, the

associ ation had sufficient projectsin the pipelineto usetheremaining
fundsand meet thefina disbursement deadline, and that theoriginal
judtificationfor theaward remained valid. Our audit did, however,
discloseanumber of Sgnificant administrativeissuesthat jeopardized
RLF operationsand required action by the association. Wealso
determined that the recipient had failed to comply with award provisions
and EDA guidancegoverning thenonfederad shareby claiming funding
sourcesthat wererestricted or otherwiseineligiblefor that purpose.

Werecommended that EDA disallow $75,000in claimed nonfederal
matching funds and recover $53,500 in excessdisbursements. Wea so
recommended that the agency do thefollowing:

1. Requiretheassociationto submit evidenceof theavailability
of sufficient igiblematching fundsto completetheaward
disbursement phase within areasonably revised deadline, or
terminate the award and deobligate the unused award funds
if those conditionsare not met.

2. Reguiretheassociationto promptly hireafull-time,
experienced |oan officer and devel op contingency plansto
protect and managethe RLF shoulditspresident/CEO
become unavailable or incapacitated.

After reviewing thereci pient’sresponseto our report, EDA sustained
theaudit findings and recommendations. Theassociationiscurrently
working on corrective actionsto preservethefull award. (Seattle
Regional Office of Audits: STL-14140-2)
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lLLiNOISRLF NEeDsSTO IMPROVE | TS
ACCOUNTING AND REPORTING OF FUNDS

In September 1996, EDA awarded an Illinoisloca development
organization a$375,000 grant to create a$500,000 RLFto help
mitigate unemployment caused by asharp decreaseintheared' s
industria sector and a25-year dearth of investment in thelocal
community. The RLF wasto be used to award low-interest, gap
financingloansto smal industrial and commercia businesseslocated
withintheorganization’s10 square-mileservicearea.

We performed aninterim financial and compliance audit during June
2001 to eva uate the reci pient’sfinancial management of theRLF and
determinewhether it wascomplying with gpplicable RLF administrative
and loan documentation requirements. Our audit disclosed that the
organization (1) wasnot properly accounting for RLF fundsbecause
assets, liabilities, and bal ances had been commingled with accounts of
smilar loan programs; (2) wascharging the RLF with estimated
administrative expensesrather than actua costsincurred; and (3) had
not achieved any of thegrant disbursement milestones specifiedinthe
award.

Werecommended that EDA direct the organi zation to separately
account for each asset, liahility, income, and expense comprising the
RLFfund and claimonly actual, supportable RL F administrative costs,
in accordancewith grant requirements. The organization proposed to
correct itsinadequate record keeping by establishing aseparate account
solely for RLF fundseffective January 1, 2002; and whenits2001
calendar year audit iscomplete, will deposit $3,953 intothe RLF
account to correct the chargefor administrative expenses. Asfor the
required disbursement milestones, the organization worked with EDA to
develop aredlistic time schedul e extension and by September 30, 2001,
had disbursed and obligated the entiregrant. (Denver Regional Office
of Audit: DEN-14321-2)
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No DericieENcIES FounD IN WASHINGTON STATE
PorT ProJECT s HANDLING oF EDA FunDs

A port in Washington State was established in 1966 after
local authoritiesacquired anAir Forcebasefrom thefedera
government during baseclosuresin 1965. The port operates
asmall airfield, aforeign tradezone, and anindustrial park
of about 5,000 acres. In September 1998, EDA awarded a
grant to the port to construct a wastewater collection,
storage, and disposal system to permit future industrial
expansionat thefacility. Thetotd project cost wasestimated
at $4,014,000, with the EDA award contributing about 37
percent of the project (not to exceed $1.5 million). The
award period was from September 1998 to September
2000.

Our audit did not discloseany deficiencies. All project
costs claimed through December 2000 were supported
and appeared reasonable and necessary for the project.
Although aproblemwith pump station monitoring caused
adelay in project completion, the problem wasresolved
and the project isnow functioning asdesigned. Theport
wasin compliancewith federa award requirementsand
with EDA award termsand conditions.

Source: Washington Sate Port

Most of the project costshad been claimed for reimbursement at the

ch‘?“f f”_’;lwaﬁstmeet tﬁ f(;f m ”‘et “X"in time of our review, and the project was 87 percent complete. There
isaerial photograph of aport in . . . .

Washington state that includes an appear to besuffluent fundsavqldaleto_ cover the construction contract
international airport, an industrial retainage and miscellaneous project closing costs. Therefore, unless
park, and a foreign trade zone. The EDA hasreason to question thefinal reimbursement claim on project

port used EDA fundingto construct an . .
on-site system for collecting, storing, closeout, we consider the award closed for audit purposes. (Seattle

and disposing of industrial wastewater, Regional Office of Audits: STL 14790-2)
thereby relieving an overburdened
municipal treatment system.
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Statistics Administration

The Economics and Statistics
Administration analyzes
economic developments,
formulates policy options, and
produces a major share of U.S.
government economic and
demographic statistics. The Chief
Economist monitors and analyzes
economic developments and
directs studies that have a bearing
on the formulation of economic
policy. ESA has two principal
agencies:

Bureau of the Census is the
country’s preeminent statistical
collection and dissemination
agency. It publishes a wide variety
of statistical data about the
nation’s people and economy, con-
ducting approximately 200 annual
surveys, in addition to the decen-
nial census of the U.S. population
and the decennial census of
industry.

Bureau of Economic Analysis
prepares, develops, and interprets
the national income and product
accounts (summarized by the
gross domestic product), as well
as aggregate measures of
international, regional, and state
economic activity.
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SeeciaL Ol G RepoRrT EMPHASIZES THAT CENSUS BUREAU
NeeDsTO CAPITALIZE ON Successes oF CeENnsus 2000 AND
| MPROVE WEAKNESSES AS| T PREPARESFOR 2010

At an estimated cost of $6.5 billion, the 2000
decennia censuswasthe most expensiveto

N NESETRINT B RASTEN x|
W o P e |

date. Yet it is generally considered a iy W Gemisus 2000
success—participation was higher than ' [0 F&ﬂﬁ;ﬁﬁﬂg}ﬂ
anticipated, especidly amongthehigtoricaly

undercounted, and operations concluded on Fl ‘p: ~
time. Census 2000 counted approximately

281 millionpeoplelivingin 116 millionhousng

units. "’u h

OIG monitored the bureau’s planning of
Census 2000 through the decade preceding
it and hassince evaluated its execution: we
issued more than 30 reports and memorandums regarding the 2000
decennid; listened to the concernsand insights of CensusBureau officids
and Commerce managers, conferred with census enumerators and
managers, talked with congressional membersand staff, aswell asstate
andlocd dected officids; and sought input from censusexpertsbothwithin
and outsidethe government. During thissemiannua period, weissued our
report, entitled Improving Our Measure of America: What Census 2000
Can Teach Usin Planning for 2010, which summarizesthefindings of
this work, organized around 10 lessons learned, to help the bureau
capitalize onitssuccesses, improve areas of weakness, and anticipate
emerging challengesasit plansfor Census2010.

Lesson 1: Reach Early Consensus on the 2010 Design to
Facilitate Effective Planning and Obtain Sufficient
Funding.

Anundertaking ashuge and complex asthe decennial censusrequires
long lead timesto allow for proper development and testing of the
overal design and to define and procure systems. Therefore, an agreed-
upon design with sufficient funding to support itsdevel opment must be
inplaceearly. Thedrawn-out dispute over sampling precluded early
agreement on Census 2000’ sdesign and increased problemsinits
execution.
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Our review of the bureau’s readiness to conduct the 2000
decennia revealed that aslate as 1995 Censusstill did not have
adesgnthat wassufficiently findized to undergofull-scaletesting.
In 1998, asthe dressrehearsal approached, many in Congress
were opposed to the use of sampling and required the bureau to
test two census designs—onethat relied on sampling and one
that did not. A final decision on the design did not come until
1999, when the United States Supreme Court ruled that sampling
could not be used to gpportion the House of Representatives, in
effect, telling Censusthat it must concentrate on thetraditional
approach of enumerating every householdin thenation.

Growth in Population and Houaing Unite

O oupsieoy w8 pofula bon

Eager to avoid the design-related problems experienced during
Census 2000, the bureau isaready devel opingitsplanfor 2010,
whichincludesareengineered addressfile and associated maps,
aswd| asadesignthat collectsdatausing only theshort form questionnaire.
Thebureau currently intendsto replacethedecennia longformwithdata  The huge increases in population and
collected from acontinuous measurement system called theAmerican  number of households requiring
Community Survey (ACS). We commend the bureau for these early ~ €numeration from decade to decade have
. . : j increased the complexity—and costs—of
planning efforts, but are concerned about itsintentiontorely onthisnew  conducting the decennial census. Total
design because of theuncertainty of funding for it: if thebureau doesnot  costs for the 2000 decennial reached
receive sustained A CSfunding throughout the decade, it may be unable 22'653 k::lllll?gn_r O;ngthg] TXE ;‘9”;85;;5
to diminatethelong formfor 2010. We believethat Census planfor the * '
next decennia should (1) gandardizethelong formand ACSquestionnaires
so that they are compatible in content and
layout, sample design, and data collection,
capture, and processing methods and The Cost of the U.S. Census
technologies; and (2) indludeacontingency plan (in billions)
for useof thelongform.

Source: U.S. Census Bureau

L esson 2: Produce Accurate,
Complete Address Lists and
Maps.

Knowing wherethe nation’s peopleareand
how to reachthemisfundamenta tothe ]
decennia census. TheMaster AddressFile 1960
(MAF) isthebureau’sprimary tool for
accomplishing thistask. Accuracy and

1990 2000 2010

Commerce OIG Semiannual Report March 2002



Economics and Statistics Administration

completenessarevita to thereliability of theMAF and associated
maps, hence, the bureau’ songoing planning must include specid efforts
to createamorereliable addressfile and mapping system. Over the
course of thelast decade, weissued several reportson thesecritical
operations; some of thesereportsidentified serious problemswiththe
MAF, such asmissing, duplicate, and inaccurate addresses, and noted
that mapswere often neither current nor drawn to appropriate scale. To
help avoid these problemsin the next decennial, the bureau should
continueworking to improve the M AF and mapping system throughout
the decade, establishing performance measuresfor accuracy and

compl eteness, testing against these goal's, and reporting to decision
makerson the progress made toward meeting performance objectives.

Lesson 3: Conduct a Carefully Targeted and Aggressive
Public Awareness Campaign.

Thebureau had set goalsfor Census 2000 of increasing public
awarenessand improving themail responserate. To achievethese
goals, Census conducted atwo-part publicity campaign: (1) nationa
paid adverti sements began 6 monthsbefore censusformsweremailed
out; and (2) partnerships between the bureau and state and local
organizationsdevel oped community-specificinitiativesto publicizethe
decennial. Both componentswere designed to educate individual sabout
the census and encourage them to return censusforms. The 2000
responserate of 67 percent surpassed that of 1990 (65 percent) and
far exceeded the projected rate of 61 percent. Considering the general
downward trend in return ratesfrom one censusto the next, we
commend the bureau for having done an excellent job in motivating the
American publicto participate. The higher-than-anticipated response
ratein 2000 al so reduced the overall cost of the decennial because
enumeratorshad to visit fewer househol dsfor nonresponsefollow-up.

We reviewed the bureau’ s public awareness campaign prior to kickoff
of the 2000 decennial. Wefound that the advertising messagewas
devel oped using asound methodol ogy and that the partnership effort
had resulted in acomprehensive, effective nationwide program of
education aimed at increasing themail response rate and thereby
reducing the undercount. Given the apparent success of these programs
at getting peopleto respond, we believe the bureau should incorporate
smilar componentsinto its2010 decennia design.
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Lesson 4: Strengthen Quality Control of Nonresponse
Follow-up.

For 2010, Census must do a better job of overseeing datacollection at
local officesto avoid costly reenumeration and ensurethepublic’'s
confidencein censusresults. More specifically, the Census Bureau
needstoimproveitsquality assurance effortsto better identify
inaccurate or falsified information. Inaccurate or fal sified datasubmitted
by enumeratorsthreatenstheintegrity of the entire censusand when
identified, resultsinthe costly exerciseof having to reenumeratethe
affected area. Highly questionable dataand shortcuts used to collect
censusinformation were problemsat anumber of local census offices,
particularly at three Floridalocationswhere suspect datarequired the
bureau to reenumerate much of the coverage areas. The negative
publicity surrounding these eventsrai sed the public’s concern about the
accuracy of the census.

Lesson 5: Implement Clear Policies and Guidance for
Managing Temporary Staff.

The bureau hired more than 950,000 temporary workersto conduct
variousfield operationsat its 520 local censusoffices. Hiring and
managing large numbersof temporary employeeswasacha lengefor dl
these offices, and created some significant problemsat afew. Although
thetask of recruiting, training, and effectively managing alarge number
of peopleduring thedecennid censusisinherently difficult, our findings
and observations suggest nonethel essthat the process can beimproved.
The bureau needsto examine and strengthen personnel policiesand
proceduresregarding such mattersasemployee safety, overtime,
terminationfor cause, and reassignment of staff among censusoffices.

Lesson 6: Determine Whether Sampling Has a Role
Beyond Measuring Coverage.

The proposed use of sampling toimprove coveragewas perhapsthe
most controversial aspect of Census 2000. In 1999, after the United
States Supreme Court ruled that sampling could not be used to
apportion the House of Representativesfor the upcoming decennial, the
bureau proceeded with sampling operationsfor other potential uses,
suchasalocating federa fundsand redistricting. Thebureauinitialy
believed it could improvetheaccuracy of censuscountsby adjusting
them viasampling. But extensive dataanalysishasnot demonstrated

March 2002



Economics and Statistics Administration

that the statistically adjusted countsare more accuratethan the
unadjusted ones. Asearly aspossiblefor 2010, we believethe bureau
must determinewhether sampling hasapurpose beyond providinga
quality check to measure coverage.

Lesson 7: Implement Rigorous System and Software
Development Processes and Effective | nformation
Security Measures.

The bureau needsto strengthen itsmanagement of information
technology and itsapproach to software devel opment. Datacollected
from the decennia must be processed within severetime constraints,
and results must be accurate. During Census 2000, the bureau often
used an ad hoc approach to software devel opment that provided
inadequate controls, insufficient testing, and poor or no documentation.
Insevera instances, these unsystematic methodsled to disruptiveerrors
that had to be corrected asthe census was being conducted.

Inaddition, with theinevitable expansion of Internet useand the
bureau’ splansto increase el ectronic transmission of census
questionnairedata, information security will beever morecritica in
2010. Title 13 of the U.S. Code prohibitsthe Census Bureau from
disclosing datait collectsabout individua sand establishments.
Unintentiona disclosureof thisdatacould serioudy damagethe
decennial by undermining confidenceinthebureau’ sability to keep
information confidentid and thusdiminishing the public’ swillingnessto
respond. The bureau, with itsunique mission, must incorporate strong
security mechanismsthat will safeguard its census-related computer
systems and networksfrom unauthorized accessand itsdatafrom
unauthorized disclosureor modification.

Lesson 8: Upgrade and Maintain Contracting and
Program Management Expertise.

For Census 2000, the bureau contracted out variousimportant projects
including devel opment and operation of itslargest, most complex I T
sysemsand itsadvertising campaign. However, it did not have sufficient
contracting and program management staff withthetrainingand
experienceto properly acquire systemsand managethe contracts.
Ultimately, the contracts supported decennia censusoperationsbut at a
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higher cost than necessary. For 2010, when contractorswill likely play
alarger role, the bureau must haveasufficient number of highly skilled
and properly trained personnel who are dedicated to the planning and

management of decennial contracts.

Lesson 9: Generate Timely, Accurate Management and
Operational Information.

Inaprogram astime sengitive asthe decennia census, theimportance
of having timely and accurateinformeation about management activities
and operationa functionscannot be overstated. Without such data,
Census management isunableto effectively overseeand eva uate
performance, makeinformed management decisions, and improvethe
execution of future censuses. For example, thebureau failed to track
and analyze proxy questionnaire data—thusdepriving itsalf of acritica
management tool for assessing theintegrity of nonresponsefollow-up
operations. Had the bureau monitored proxy data, perhapsit would
haverecognized enumerationirregularitiesin Hia eah, Florida, where
local management sanctioned i ngppropriate use of proxy questionnaires
and other procedural abuses. Asaresult of these actions, Census had
to completely reenumeratethe Hialeah district. Thenumber of LCOs
that experienced similar improprietieswill never beknown because data
from proxy questionnairesisunavailable. In 2010, the bureau must
closaly monitor thisdatacollection operation to avoid repetition of these
abuses.

Furthermore, providing timely information to the unprecedented number
of organizationsthat tracked the progress of the census, including GAO,
the CensusM onitoring Board, and our office, proved difficult. For
2010, the bureau should be prepared for the scrutiny and interest of
outside partiesand therefore should ensure effective proceduresfor
providing themwith accurate, timely datawhilethedecennia isbeing
conducted.

Lesson 10: Mitigate Potential Disruptions and
Distractions to the Work Environment and Workforce.

Although the decennia isthe bureau’smost costly and labor-intensive
function, Censushasother important initiativesand responsibilitiesthat it
must handle aswell. The bureau must be prepared to overcome
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challengesthat affect dl of itsoperations. Timeand again, the bureau
hasprovenitsability to do so, and itshandling of one potential problem
for the 2000 decennial showed particular foresight. The bureau needed
tohirenearly 1 million temporary employeesto support decennia
operationsat atimewhen unemployment wasat historically low levels.
Concernedthat it would havedifficulty hiring sufficient personnel, the
bureau increased wage levelsacrossthe country. Asaresult of thisand
other efforts, Censussuccessfully hired enough temporary workers.

During thisdecade of preparation for 2010, Census must handleat | east
two magor challengesthat could impact decennid activities. (1) The
bureau could lose, through retirement, up to half of itscurrent decennia
staff. Assoon aspossibleit must have strategiesin placetoretain
institutional knowledge and expertise so asto ensurethe smooth
continuity of decennia management and operations. (2) Censusis
scheduled to moveintoitsnew headquartersbuilding in 2008. Giventhe
timing of themove, whichisset for the sameyear asthe planned dress
rehearsal, and thefrequent del ays associated with many construction
projects, the bureau must have asolid rel ocation plan to minimize
disruptionstoitsoperations, and toidentify and ameliorate potential
problemswhilekeeping costsin check and decennia preparationson
track. (Office of Audits: Ol G-14431)

AspecTsorF AccurAcY AND CoVERAGE EvaLuAaTioN NEED
| MPROVEMENT BEFORE 2010

During adecennia census, the Census Bureau attemptsto gather
information about every resident inthe country. Inevitably, some
enumerationsthat should be excluded (like duplicatesor people
enumerated at incorrect addresses) areincluded, and somethat should
beincluded aremissed. Thefirst error leadsto an overcount; the
second, to an undercount. To measure these coverage errors, the
bureau conducts aseparate survey known astheAccuracy and
CoverageEvaluation (A.C.E.). A.C.E. obtainsanindependent sample
of the population and matchesit with censusenumerationsto identify
persons missed or incorrectly counted inthe census. It isimportant that
theA.C.E. enumerations, or “ person records,” be correctly matched
with census person records because even small mistakes can affect the
bureau’ sability to measure the overcount and undercount precisely.
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Although the U.S. Supreme Court ruled that sampling could not be used
for congressional apportionment, it wassilent onitsusefor state
redistricting and alocation of federal funds. The CensusBureau
therefore conducted A.C.E. and eval uated the datato determine
whether it could bereleased to the statesfor redistricting. It
subsequently recommended that the unadjusted counts be used for
redistricting and alocating federa fundsbecause of disparitiesindata
from two sources: A.C.E. and popul ation countsfrom the prior census,
adjusted by subsequent births, deaths, and immigration gatistics.

OlGreviewed twoA.C.E. componentsthat arecritical totheintegrity
of thesurvey’soutcome: computer matching of A.C.E. enumerations
with thosefrom the 2000 decenniad (* person computer matching”) and
follow-upinthefield (* personfollow-up”) to attempt to resol ve any
discrepanciesreved ed in the computer matching that analystscould not
explain. We sought to determine how efficient and effectivethese
operationswereand how well the systems supporting them worked.
Our review revea ed anumber of weaknesses.

TheA.C.E. independent samplemay have omitted residentsof
retirement homes. A.C.E. included peoplelivinginindividua housing
units, such ashouses, apartments, or mobile homes, but excluded
peopleliving ingroup quarters (nursing homes, dormitories, prisons, and
other communa facilities). However, A.C.E. and censusdefinitions of
group accommodationsfor theelderly differed, and that difference
could have skewedA.C.E. results. The censusdefinition of group
quartersincludes*” nurang homesor convaescent homes’ but not
“homesfor theelderly.” Under thisdefinition, aretirement homethat
had separate accommodationsfor itsoccupants and direct accessfrom
the outside of the building or through acommon or public hall would
have been consi dered an apartment building—ascontaining individual
housi ng units—and enumerated assuchinthecensus. A.C.E.
gpecificaly included “homesfor theelderly” initsdefinition of group
quarters, and thusdid not enumeratethem. Asaresult, retirement home
residents counted in the censuswould not have been countedinA.C.E.

Werecommended that Census eval uate whether residents of retirement
homeswere systemically omitted fromtheA.C.E. independent sample
andif so, what impact thishad on estimates of the elderly popul ation.
We d so recommended that the definition of housing units, group
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quarters, and al nontraditiond living Situations (“ specia places’) be
standardized for both surveys.

Theprocessfor definingA.C.E. requirementsshould be
Improved. Many systemsdesigned to support various headquarters
and field operationswere subsequently defined and devel oped for
A.C.E. However, the bureau did not alwaystake stepsto ensurethat all
requirementsfor A.C.E. wereappropriate, sufficiently defined, and
clearly communicated. Specifically, thebureau did not dwaysfollow its
own standardsfor devel oping software requirements, and sometimes
relied on dressrehearsa specificationsthat did not adequately define
requirementsfor A.C.E. Inonecasg, it did not adequately defineand
communicatethe schedulefor ddlivering censusenumeration datato
A.C.E., which meant that foll ow-up operationswere conducted latein
some high-risk areasand required extrastaff to accomplish. Inasecond
case, thebureau provided field supervisorsoverseeing A.C.E. follow-
up with laptops programmed for other surveysbut not updated to
adequately support A.C.E. Findly, wefound that certain requirements
for the computer matching operation could have been better defined
and documented.

Werecommended that for futureA.C.E. operations, the bureau
document and clearly communicate T requirementsfor systemsneeded
to support both the censusand A.C.E., improveplanning for A.C.E.
field operationsamong itsdivisionsand regions, better defineand
document computer matching requirements, and update laptopsto fully
support user needs.

Automated toolsneed better testing, documentation, and quality
assurance. Thebureau’'suse of atrusted, much-used softwaretool
(the* computer matcher”) and aquestionnaire printing system enhanced
theefficiency of matching enumerationsand producing person follow-up
guestionnaires. Although the computer matcher wasnot newly

devel oped software, the bureau wasusing it inanew way and should
have documented theresults of itstesting. With respect to the
guestionnaire printing system used for person follow-up, errors
occurredin production that we believeresulted from aninsufficient
verification of printed questionnaire dataafter last minute software
changes.
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Inthefuture, the bureau should ensure that computer systemsare
devel oped and modified in accordance with rigorous, documented
system and software engineering standardsthat, at aminimum, address
requirements specification, design and devel opment, testing,
documentation, and quality assurance.

Quality assurancefor person follow-up needstobe
automated.The bureau conducted quality assurance on selected person
follow-up questionnairesto detect interviewing problems, including data
falgfication, but the system, which was added after the 1998 census
dressrehearsal, was not tested before being used in the decennidl.
Tracking the quality assurance workload was paper—and | abor—
intensive. For A.C.E., the bureau had planned to conduct the person
follow-up operation using acomputer-assi sted system similar to that
used to collect theA.C.E independent sampl e, but lacked theresources
to develop and appropriately test such asystem.

For the 2010 decennial, the bureau should ensurethe efficiency of
quality assurance proceduresby integrating theminto an automated
person follow-up operation.

AGENCY RESPONSE

Thebureau generaly agreed with all but one of our recommendations—
that A.C.E. results should be examined to determinewhether retirement
homeresidentswere systematically omitted. Bureau officialsstated that
cross-checkingA.C.E. datafor the elderly against censusdatawould
bedifficult becausethe censusdatadid not identify whether aspecific
housing unit wasinfact inaretirement home, and because residents
may no longer liveinthehousing unitsin question, giventhat 2 years
have el apsed sincethe decennia was conducted. Thebureau added
that it isconsdering including group quartersintheA.C.E. for Census
2010, which should reducethe potential for thiserror.

Westill maintain that not knowing theextent to which missed coverage
of retirement homesimpacted this popul ation’snet undercount
diminishesconfidenceintheA.C.E. resultsfor theelderly. (Office of
Inspector General: Ol G-14226)
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AupIT oF THE CENsus BUREAU'SFY 2001 FiINANCIAL
STATEMENTS

For thethird consecutivefisca year, the Census Bureau received an
unqudified opinion onitsfinancia statements. However, asinyears
past, thissuccesswastempered by continuing deficienciesinthe
bureau’sinterna control structureand itsfailureto develop and maintain
financid management systemsthat substantialy comply withfederd
requirementsfor such systems.

Our audit, conducted by anindependent certified public accounting
firm, identified threereportable conditions, thefirst two of which are
materia weaknesses. These samethree conditionswereidentified as
problemsinthe audit of FY 2000 statementsand haveyet to be
resolved.

Financial systems, management, and reporting. Thetwo material
weaknesseswereinthefollowing areas.

¥ Financial reportingand management. Itisimportant to note
that Censusimproved itsfinanciad management and reporting
over the previousyear. However, it continuesto experience
ggnificant difficultiesinusng CAM Sto produceroutineand
timely reportsthat meet the bureau’ sinternal management and
audit requirements. In addition, Censusdid not conduct a
sufficient, detailed supervisory review of theFY 2001 financia
statementsto detect potentia errorsand omissionsand to
ensurethe statementsand rel ated footnoteswere prepared in
accordancewith OMB guiddines.

To correct these deficiencies, Census must continueto work
closdly with the Department to fully implement Hyperion (a
softwarefor financia reporting) and producetimely reports
from CAMS. It must aso perform amore detailed supervisory
review of thefinancial statements.

3% Account reconciliations. Certain key account balancesinthe
FY 2001 financia statementswere not properly reconciled, and
bureau-specific feeder systemswerenot fully integrated or
electronicaly interfaced with CAMS. Theseweaknesses
required the bureau to conduct extensive manual account
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reconciliations. Specifically, deferred revenue and accounts
receivablewere not properly reconciled throughout thefiscal
year and at year-end, and subsidiary ledgersfor undelivered
ordersand accounts payabl e contained debit balancesat a
summary fund level and offsetting credit balancesat adetailed
transactionlevel. Censushasbegun diminating theseentriesin
FY 2002, but further cleanup isneeded.

To correct these weaknesses, the auditors recommended,
among other things, that Census perform accurateand timely
account reconciliations, and review and support theseona
monthly basis, reconciledl deferred revenue and accounts
receivablefinancia transactionsto thegenerd ledger onatimely
basi sthroughout theyear; purge unmatched transactionsfrom
the undelivered orders and accounts payabl e balances; and
inventory all open obligationsto determineif any should be
deobligated or accrued. The auditorsalso recommended that
Census personnel recelvetrainingin how to determine, estimate,
and document accrued ligbilities.

I nformation technology controls. Thethird repeat conditionwas
identified during theaudit’ sseparatereview of general controlsagainst
thesix criteriaoutlined in GAO’s Federal Information System
ControlsAudit Manual (FISCAM): entitywide security program
planning and management; access controls; gpplication software
development and change control; system software; segregation of
duties; and service continuity. The auditors continued to report certain
control deficienciesand identified two new weaknesses—entitywide
security planning and management, and access controls. If not resolved,
these weaknesses could adversdly affect the accuracy and security of
Censusdataaswell asthe security of itsprogramsand hardware, and
could negatively impact financial statementsfor both thebureauandthe

Department.

Compliancewith lawsand regulations. The FY 2001 audit revealed
oneinstance of noncompliancewith applicablelawsand regulations:
Census financia management systemsdo not comply with system
requirementsand accounting standards stipulated in the Federal
Financial Management Improvement Act of 1996. Infact, many of the
deficienciesnoted inthe bureau’ sfinancia management and reporting
processes and account reconciliations (above) arethe same conditions
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that rendered itsfinancia systemsnoncompliant with federal
requirements.

The bureau concurred with theaudit findingsand recommendations
regarding general control weaknessesand reported that corrective
actionisunder way. However, it disagreed with thefindingsregarding
financia management and reporting, account reconciliations, and
noncompliancewith federa lawsand regulations. (Financial
Satements and Audits Division: FSD-14473-2)
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The International Trade
Administration is responsible for
the trade promotion and policy
issues associated with most
nonagricultural goods and services.
ITAworks with the Office of the
U.S. Trade Representative to
coordinate U.S. trade policy. ITA
has four principal units:

Market Access and Compliance
develops and implements
international economic policies of a
bilateral, multilateral, or regional
nature. Its main objectives are to
obtain market access for American
firms and workers and to ensure
full compliance by foreign nations
with trade agreements signed with
the United States.

Trade Development advises on
international trade and investment
policies pertaining to U.S.
industrial sectors, carries out
programs to strengthen domestic
export competitiveness, and pro-
motes U.S. industry’s increased
participation in international
markets.

Import Administration defends
American industry against injurious
and unfair trade practices by
administering the antidumping and
countervailing duty laws of the
United States and enforcing other
trade laws and agreements
negotiated to address such trade
practices.

U.S. and Foreign Commercial
Service promotes the export of
U.S. products and helps small and
medium-sized businesses market
their goods and services abroad. It
has 105 domestic offices and 157
overseas posts in 84 countries.
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| TA OrPerRATING UNITSNEED TO BETTER
CoORDINATE TRADE CoMPLIANCE ACTIVITIES

U.S. companiesthat want to compete effectively intoday’sglobd business
arenaoften need assistance to address unfair trade practicesor violations
of trade agreements, inadequate protection of intellectual property, or other
barrierstotheexport of goodsand services. The Department of Commerce
providessuch ass stancethrough variousofficesin the I nternationa Trade
Administration that work with other federal agencies to monitor and
enforce trade agreements. Overall, ITA endeavors to settle trade
compliance and market access problems quickly and at thelowest level
possible, inorder to avoid formal dispute settlement structuressuch asthe
World Trade Organization, which can take yearsto resolve cases.

Market access and compliancework ishandled by three unitswithin
ITA: Market Accessand Compliance (MAC), Trade Devel opment, and
the U.S. and Foreign Commercia Service (US& FCS), with other
officesinvolved asappropriate. Inresponseto asubstantial increasein
the number and complexity of trade agreementsover theyears, the
Department reorgani zed itsinternationa economic policy staff in duly
1996 to give greater focusto market access and trade compliance
issues. It created the M AC unit, and housed withinthat unit anew
Trade Compliance Center (TCC). The center coordinates accessand
complianceeffortsthroughout I TA, monitorstrade agreements, and
reviewscompliance complaintsfrom avariety of sources. When
warranted, the center formsacomplianceteam towork to resolve
complaintsand achieve asatisfactory outcomefor U.S. exporters.
Team membersaredrawn from the center and various other I TA
components.

We examined | TA'strade compliance efforts, with aspecific focuson
theactivitiesof the TCC, to determinewhether thetrade agreement
compliance process, as managed by the center, wasefficient, effective,
and responsiveto client needs. We analyzed how the compliance
activitiesof thevariousunitsand the TCC could best be coordinated
and tracked so asto avoid duplication and ensurefull reporting of
compliancework. We a so examined whether I TA'scompliance efforts
were successful at promoting adherenceto trade agreementsand
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addressing market accessproblems. Specifically, wefound the
falowing:

Tradeagreement compliancework needsbetter coor dination
within I TA. Toensurethe successof complianceactivities, ITA's
operating unitsmust collaborate. Each hasunique areas of expertisethat
areimportant to the positiveresolution of trade compliance complaints.
Wefound, however, that many staff membersdid not understand the

role of the center and thuswere not making effective use of itsservices
inworking trade compliance complaints. Moreover, organizational
rivalriesamong thevarious | TA unitsfurther hindered collaboration, as
did thelack of written guidance about the need for and importance of
working together to ensurethat U.S. exportersreceive compl ete, timely,
and accurate responsesto compliance complaints. In addition, we
pointed out that the TCC lacked the authority to require cooperation
fromtheunits, and managersin thevariousunitsdid not make use of

I TA'sincentive awards program, which encouragesand rewards
interunit cooperation and teamwork.

Werecommended anumber of actionsthat | TA management should
taketo addressthese problems, including devel opment of guidancethat
clearly delineatestherole of the TCC and definesthetypesof
complaintsand issuesthat overseasand domestic staff from the other

I TA unitsshould bring to the center’ s attention or should coordinate
with the center to resolve. We a so recommended that the center
market itself asaresourcefor other I TA units, and that I TA managers
usedl availableawardsand incentivesto encourage collaboration
among employeesfrom the various componentsthat handle compliance
work. Subsequent to our fieldwork, I TA agreed to expand its use of
awards programsto recognizeteam performance, andthe TCC
developed atrade compliance manua and distributed it to all I TA staff.
Themanua doesagood job of explaining how the compliance program
worksand of defining therolesof thevarious| TA components.
However, it doesnot provide clear direction on what types of
complaintsrequire coordination between acomponent and the TCC.
We asked | TA to addressthisimportant issueinitsaction plan.

A central database of trade compliancework isneeded. The TCC

isrespons blefor tracking I TA-wide compliance-related activitiesand
reporting thiswork monthly to the Secretary. The center reliesonthe

Commerce OIG Semiannual Report

o
ATION 39“”)

AN -
\\;4\4‘5 s 2

International
Trade
Administration

Market
Import
L . Access and
Administration )
Compliance

U.S. and Foreign
Trade . 9
Commercial
Development )
Service

March 2002



SMENT OF
5 %,

International Trade Administration

o
)k4 TION * 39“”)

AN -
\\;4\4‘5 s o

o

"4 Tae P"“\\g)
individua unitsto provideinformation about their activities, but theunits
oftenfail toreport al of their compliancework. Asaresult, thereports
areincomplete. Thereisno singledatabasefor tracking I TA-wide
compliance activity; theunitsuse several databasesto record their own
work. Therefore, I TA should establish asingle database that tracksall

compliancework conducted by the center and other I TA staff.

Subsequent to our fieldwork, MAC created acompliance database that
became operational on February 1, 2002. However, the databaseis
primarily used by MAC units—the country desksand the TCC; itsuse
intracking market accessand compliancework performed by

US& FCSand Trade Devel opment was unclear. We asked I TA to
addressthisissueinitsaction plan.

I TA’scompliance per for mance measuresshould bereexamined.

I TA proposed two measuresfor assessing the effectiveness of itstrade
complianceactivities: (1) thenumber of market accessand compliance
casesinitiated, and (2) thedollar value of trade barriers addressed. We
understand that I TA came up with thefirst measurein part to encourage
staff to focusmore on complianceissues, on thetheory that peoplewill
follow through on actionsthat are being measured. We questioned,
however, what bearing the number of initiated caseshason I TA'sgoal
of ensuring fair competitionininternationd trade. Asfor the second
measure, we noted that thisdataisdifficult to collect and thevalues
obtained may not bereliable. Inaddition, US& FCS may aready be
collecting and reporting thisdata, which would makethe center’sefforts
duplicative. Werecommended that | TA reexamineits market access
and trade compliance measures, with an eyeto developing and
implementing measuresthat clearly focusontheresultsof compliance
effortsand theagency’sgoal of ensuring fair competitionininternational
trade.

TheTCC complaint processhasimproved over time, but some
aspectsstill requireadjustment. Wefound that TCC’ s processfor
reviewing trade compliance work hasimproved sincethe center began
handling such mattersin 1997. Over time, the staff’ sknowledgeand
experience havegrown, and theresults achieved by the compliance
teams have enhanced | TA' seffortsto increase accessto foreign markets
and improve compliancewith trade agreements. In addition, TCC staff
doesagood job of tracking complianceissuesand complaints, ensuring
work isaccomplished, and meeting deadlines. However, wefound that
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some aspectsof the center and itsoperationsrequire adjustment. For
example, the Rapid Response Team initiative, which calsfor TCC staff
membersto travel to overseas US& FCS poststo help with market
access and complianceissues, was devel oped without aclear plan. ITA
should reevduatetheinitiativein 9to 12 monthsto determinewhether it
should be continued. In addition, we made recommendationsto
improvethe TCC web site. Some of our concerns have been addressed
by thesite'srecent redesign.

US& FCSI|taLY Post sWELL RuN, BUT
NEeEDsTO | MPROVE SEVERAL M ANAGEMENT AND
ProGRAM PRACTICES

Italy isone of America’'smost important trade partners. Itsmarket is
mature, highly competitive, and opentoinnovative U.S. products,
services, and technol ogies. However, asizeabletradeimba ance exists
between thetwo countries. In 2000, for example, the United States
exported approximately $11 billionin goodsto Italy, but imported
$25hillion.

US& FCSltay istheagency’seleventh largest overseaspos, intermsof
operating budgets. The post’sresourcesarefocused in Romeand Milan,
with smaller officeslocated in Florence, Naples, and Genoa. US& FCS
providesarangeof assstancetoAmericanfirmsinterestedintheltalian
market, such astrade events, technical assistance, and market research.

The Omnibus Trade and CompetitivenessAct of 1988 requiresOI G to
periodicaly evaluate US& FCS overseas operations. Under thisauthority,
weinspected theagency’sltay post, conducting our fieldwork fromApril
to June 2001. We examined the post’s management, program, financial,
and administrative practices and its coordination with other trade-rel ated
organizationsand agencies. Specificaly, we sought to determinewhether
the post was using itsresources efficiently and effectively, meeting the
needsof U.S. exporters, helpingincrease U.S. export levelsand market
access, and using appropriatefinancia management procedures.

Ingeneral, wefound that US& FCStaly isawell-run, effective

overseasoperation. It delivershigh-quaity productsand servicestoits
clientsand hasgood working relationshipswith the U.S. embassy and
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Source: OIG

US& FCS Italy’s five offices are
strategically located throughout
the country to provide support to
U.S. firms seeking access to the
Italian market.

Commerce OIG Semiannual Report

consulatesandAmerican
organizationslocated there,
such astheAmerican Chambers
of Commerce. Wedid note
someweaknesses, however.
Thesewerein certain aspectsof
the post’ sstrategic planning
process, reporting procedures,
clientfollow-up, financia
operations, and information
technology infrastructure. Our
key findingsand
recommendationsare
summarized below.

Strategicdirection and
resour ce management. We
noted three strategic and
resource management
processesthat inhibit thepost’s
efficiency and productivity. (1) Theone-page strategic plan that guides
post operations, athough required to be so brief by US& FCS
headquarters, lacks sufficient detail to bevery useful for post
management or staff. WWe recommended that the post includemore
specificsabout how it intendsto attainitsgoals. (2) US& FCSltay
currently uses an ad hoc approach to allocating resources. It needsto
develop acountrywide strategy for resourceallocation that isbased on
strategic goalsand priorities. (3) The post has not devel oped waysto
dedl with theexplosivegrowthine-mail requestsfor information and
assistancefrom outs de entities. Post management claimed that this
workload increase has hurt the post’s core services and quality control
over work products. US& FCS Italy must develop policiesand
strategiesto deal withthee-mail workload efficiently and maintain
qudity operationsoverdl.

Reporting of export successes. US& FCSItaly’s proceduresfor
reporting activities, particularly export successes, do not meet
established agency criteria, and reportsare often incons stent and
inaccurate. For example, 19 percent of the export successentriesinthe
post’s Client Management System (CM S) databasethat wereviewed
did not meet US& FCScriteria, and the post’stallies of its performance
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often differed from those contained in headquarters databases. CMS
may therefore not beareliable gauge of the post’s performance—a
problem we suspect isprimarily theresult of weak interna controlsor
inadequate oversight of export successreporting by both the post and
US& FCSheadquarters.

Systematic client follow-up. US& FCSItay doesnot systematically
follow up with clients, asrequired by US& FCSpalicy, to track their

sati sfaction with servicesrendered, monitor the outcome of their export
activity, and determinewhether they requirefurther assistance. Post staff
indicated that other, higher prioritiesgenerdly takethetimethat might
otherwise be spent following up with clients. By failing to conduct
systematic client follow-up, US& FCSItaly may be overlooking
opportunitiesto capture valuable customer feedback onthepost’'s
productsand services, and may be missing potentia “export
successes’—akey measure of the post’s performance.

Collectionsmanagement. The US& FCS Rome office does not make
weekly depositsof revenuefrom trade servicesor product sales, as
required by I TA policy and U.S. Treasury regulations. Instead, the
officeaccumulatesthisrevenueuntil it totals$100in order to minimize
processi ng costs. Although the practi ce makes sense, the post should
request awaiver fromthe current I TA and Treasury policy rather than
amplyignoreit.

Also, to comply with I TA regulations, US& FCSRome must further
segregate coll ection respong bilitiesamong staff to safeguard against
misuse of recei ptsand ensure accurate reporting of income.

Useof trade event fundsto purchase capital assets. The post used
somefundsgenerated from trade eventsto purchase capital assets
without proper authorization to do so. I TA does permit thesefundsto
be used in thisway—as|ong asthe purchase supportsthe post’strade
eventsprogram—but has pecific authorization policiesfor capita
equipment purchases. Wefound that the Italy post did not consistently
follow thesepolicies, although al purchasesdid support thetrade events
program. Post management must ensure that requeststo usethesefunds
for capital equipment purchasesare submitted to the appropriate
headquartersofficials.
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Cost allocation system. US& FCSMilan does not have an effective
cost all ocation system to identify and allocate direct and indirect costs
between fee-for-service expendituresand operationsand administration
costs. Without such asystem, US& FCS Italy cannot determinethefull
cost of trade eventsand, by extension, whether fees collected recover

thefull cost of those events, asrequired.

I nfor mation technology. The post hasamyriad of I T support and
infrastructure problemsthat could hinder operations. For example, the
Client Management System frequently malfunctions, andthereis
inadequatelocal technical support for I'T systems.

A fully functioninginformation technol ogy infrastructure and support
systemarecritical to maintaining the post’ soperationsand ensuring its
peak performance. US& FCSItay must work with the I TA Office of
the Chief Information Officer tofind viable, cost-effective solutionsto
themultitudeof IT problemsit faces.

We madeatotal of 34 recommendationsto addressthese and other
deficiencieswenoted. Thedirector general of US& FCSgenerdly
concurred with them, cited many instancesin which thepost and

US& FCS headquarters have already taken action, and noted other
areasinwhich corrective action is planned. (Office of Inspectionsand
Program Evaluation: |PE-14243)
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Ol G INsPECTIONS OF WEATHER FORECAST
OFFIces CONTINUE

The National Weather Service's 121 weather forecast offices (WFOs)
providewegther information servicesand productsfor local, national,
andinternationa users. Through avariety of technologies (including
radar, satellites, and automated surface observing systems) and
programs, WFOs providewarningsand continuous updates of weather
conditionsand impacts, particularly inrelation to severe weather—
tornadoes, severethunderstorms, floods, hurricanes, extremewinter
wegther, and intense summer hedt.

Since 2000, OI G has been conducting inspections of WFOs
nationwide. Thefirst threewere conducted at Raeigh, North Carolina
(see September 2000 issue, page 52), Missoula, Montana, and San
Angelo, Texas (see September 2001 issue, pages43-49). During this
semiannual period, Ol G completed itsfourth WFO inspection, thisone
inMinnesota.

Chanhassen, Minnesota

The Chanhassen, Minnesota, WFO staff of 25isresponsiblefor a
warning areacovering 51 countiesin southern and central Minnesota
and west central Wisconsin. In May 2000, NWSimplemented the
Advanced Weather | nteractive Processing Systemin Chanhassento
integrate NWS smeteorological and hydrologica datawithitssatellite
and radar data, enabling forecastersto prepare and issue more accurate
andtimely forecastsand warnings.

FromAugust through November 2001, we conducted an inspection of
the Chanhassen WFO to determine how effectively it (1) delivers
warnings, forecasts, and other information toitsservice users,

(2) coordinatesitsactivitieswith stateand local emergency managers,
and (3) supervisesitsnetwork of observersand volunteer spotters. We
al s0 assessed the office’ smanagement and internal controls; its
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The National Oceanic and
Atmospheric Administration
studies climate and global change;
ensures the protection of coastal
oceans and the management of
marine resources; provides
weather services; and manages
worldwide environmental data.
NOAA does this through the
following organizations:

National Weather Service
reports the weather of the United
States and provides weather
forecasts and warnings to the
general public.

National Ocean Service issues
nautical charts; performs geodetic
surveys; conducts research; and
develops policies on ocean mining
and energy.

National Marine Fisheries
Service conducts a program of
management, research, and
services related to the protection
and rational use of living marine
resources.

National Environmental
Satellite, Data, and Information
Service observes the environment
by operating a national satellite
system.

Office of Oceanic and
Atmospheric Research conducts
research related to oceans and
inland waters, Earth’s lower and
upper atmosphere, and space
environment.

Office of Marine and Aviation
Operations operates NOAA's
ships and aircraft and provides
NOAA programs with trained
technical and management
personnel from the nation’s
seventh uniformed service—
NOAA's Commissioned Corps.
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compliancewith Department, NOAA, and NWSpoliciesand
procedures, and the effectivenessof NWS' regiona oversight.

Wefound that the Chanhassen officegenerally providesexcellent
westher productsand drew thefollowing conclusions:

National National ¥ theWFO' sweather forecastsand warningsaretimely and accurate,
Yeather oo except that, in general, lead timefor flash-flood warningsis
significantly shorter than times provided by other areawegather
National offices;
Marine Fisheries NESDIS % theOutreach Program to emergency managers, themedia, local
schooals, and community groupsiseffectiveand popular;
Oceanic and Marine and % the Skywarn and Cooperative Observer Programsarewell runand
Atmospheric Aviation particularly successful asaresult of staff outreach to the community,

Research Operations

but the Cooperative Observer Program may, because of staff
attrition, faceafuturedeclinein support;
% information technol ogy resourcesarewell maintained; and
% Chanhassen’sstatewideforecast contains
informationthat isreadily availablefrom other
SOUrces.

We also, however, found manageria and
adminigtrative deficienciesthat need prompt
attention by NWS and WFO managers:

%* theoffice straining program could be
improved by giving staff amorecomprehensive
list of availabletraining and ensuring that a | staff
haveacompleted individua devel opment plan;

3% adminigtrative operationslack adequateinternal
controlsto ensure proper use of purchase cards
and convenience checks, and accurate
inventoriesof accountable property; and

% regiona oversight should beimproved by
having the Central Region Headquartersin

Source: www.nws.noaa.gov Kansas City conduct on-sitereviews of

management, program, technica, and

adminigrativeoperations.
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RecommendationsSummary

To addressthe deficiencieswe noted, we recommended that the
assistant administrator for NWSinstruct theregiona director to (1)
work with Chanhassen forecastersand Central Region staff to
determine how best to increasethelead timefor flash-flood warnings;
(2) ensurethat the Cooperative Observer Programisadequately
supported by trained staff, given anticipated attrition; (3) ensurethat the
meteorol ogist-in-charge, the administrative support assistant, and dl
appropriate staff receive necessary training inthe use of purchase cards
and convenience checks, and in tracking accountable property;

(4) develop ascheduleto periodically visit the Chanhassen and other
Centra Region WFOsto comprehensively review their programs,
management, and technical and administrative operations; and

(5) evauatethe costsand benefits of producing the statewideforecast
and decide how or whether it should be continued.

In addition, werecommended that theregiona director instruct the
meteorol ogist-in-chargeto (1) implement individual devel opment plans
for al Chanhassen employeesand ensurethat al have accessto and
information about appropriatetraining courses, (2) ensurethat adequate
interna controlsarein placeregarding the use of purchase cardsand
convenience checksand that all usesarein accordancewith
departmenta and NOAA guidelines; (3) eva uate reducing the number
of purchase card holders; and (4) secure sensitive property and
maintain an accurate, complete, and officid inventory.

NOAA concurred with all of our recommendationsand hasaready
acted on three of them. Specific to the question of duplicative statewide
forecasts, Chanhassen canvassed itsusersand found that itsforecast is
still avalued product it should continueto produce. NOAA has

devel oped animplementation planfor theremaining six
recommendations. (Office of Inspectionsand Program Evaluations:
|PE-14423)

AubpiT oF NOAA’sFY 2001 FinaNCIAL

STATEMENTS

For thethird year running, NOAA received an unqudified opiniononits
consolidated financid statements. The FY 2001 audit was conducted by
anindependent certified public accounting firm under contract withOlG
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Theauditor’sassessment of interna control (including I T controls) over
financia reporting identified one new condition and two repest
conditions, none of whichisamaterial weakness.

Financial Systems, M anagement, and Reporting

Thetwo conditionsidentified inthisportion of theaudit areasfollows:

¥ Accountingfor construction work in progress(CWIP)
should beimproved (new). NOAA hasmadeimprovements
initsaccounting for CWIPover the past few years; however,
wenoted certain deficienciesin FY 2001 regarding NOAA's
monitoring and accounting for CWIPthat need to beresolved.
During FY 2001, NOAA did not receive detail ed spreadsheets
for certain construction projectsto completeyear-end
reconciliation of costs; many of thoseit did receivewerelate
andincompl ete, and often contained incond stent information
from oneto another. The auditing firm and the NOAA Finance
Officehad to conduct extensiveresearchtoresolve
discrepanciesand collect completeinformation, and ultimately
had to make numerous adjustmentsto thefinancid statements.
Toavoidthisstuationinthefuture, theindependent auditor
recommended that NOAA take stepsto ensurethat CWIP
managersenforce policiesand proceduresfor providing
completedocumentation and improvetheir oversight of these
processes.

% Controlsover monitoringthebudget should beimproved
(repeat). Although NOAA hasimplemented certain manual
proceduresto detect overobligations, it needsto automate
proceduresor system controlswithinitsaccounting system
(known asthe Financial Management System, or FIMA) to
prevent overobligation of apportioned funds. Currently, NOAA
relieson budget officersand program managersto detect
overobligationsby reconcilingentriesin FIMA againgt available
funds—which meansthat the overobligationisonly revealed
after thefact. Anautomated systemwould alow for featuresto
alert budget officersto agiven entry or request that would
exceed availablefundsbefore thefundsare promised.
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I nfor mation Technology Controls

Therepeat conditionidentified in theassessment of I T controlswasthe
failureof NOAA'saccounting system (including CAMS) to meet five of
thesix criteriaoutlined in GAO’s Federal Information System
ControlsAudit Manual (FISCAM): entitywide security program
planning and management; access controls; gpplication software
development and change control; segregation of duties; and service
continuity. No deficiencieswerenoted in system software.

Compliancewith Lawsand Regulations

Thereview of NOAA'scompliancewith applicablelawsand regulations
identified two matters, both of which werecited in theprior-year audit:
(2) NOAA againdid not fully funditscapital leasesduring FY 2001,
and (2) itsfinancial management systemsstill do not comply with federal
requirementsfor such systems because they do not adequately support
the budget execution process or the preparation of timely and accurate
financial statementsviaanintegrated system.

NOAA's Response

NOAA concurred with thefindingsand recommendationscontainedin
theaudit report and commented that certain of themwill beresolved as
CAM Simplementation proceeds. Theagency istaking action to correct
other deficiencies. (Financial Satementsand AuditsDivision: FSD-
14475-2)

Commerce OIG Semiannual Report

March 2002



U.S. DEPARTMENT OF COMMERCE

Technology Administration

TECHNQLOGY ADMINISTRATION

The Technology Administration
serves the needs of technology-
based industry, advocates federal
actions and policies to speed the
transfer of technology from the
laboratory to the marketplace, and
removes barriers for commer-
cializing new technologies by
industry. It includes three major
organizations:

Office of Technology Policy
works to raise national awareness
of the competitive challenge,
promotes industry/government/
university partnerships, fosters
qguick commercialization of federal
research results, promotes
dedication to quality, increases
industry’s access to and partici-
pation in foreign research and
development, and encourages the
adoption of global standards.
National Institute of Standards
and Technology promotes U.S.
economic growth by working with
industry to develop and apply
technology, measurements, and
standards. NIST manages four
programs: the Advanced Technol-
ogy Program, the Manufacturing
Extension Partnership program, a
laboratory-based measurement
and standards program, and the
National Quality Program.
National Technical Information
Service is a self-supporting
agency that promotes the nation’s
economic growth and job creation
by providing access to information
that stimulates innovation and
discovery. NTIS accomplishes this
mission through two major
programs: information collection
and dissemination to the public,
and information and production
services to federal agencies.
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By partnering with industry, NIST seeksto tap private sector credtivity to
bring promising innovationsto market swiftly and hel psfirmsmodernize,
improve productivity, and enhance efficiency to achieve or maintaina
competitiveadvantage.

The Advanced Tech-
nology Program (ATP)
and the Manufacturing
Extension Partnership
(MEP) program /
bot h SU pport t h | S Advanced maf’erials/chemicals
collaborativerelation-

ship.

Percent of Technologies Funded
of First 50 Completed Projects

Electronics/computer
hardware/communicatibns

B\o(echnology
14%

Manufacturing
22%

ATPusesanearly
stageinvestment dtrat-
egy to acceleratedevel -
opment of innovative
technologiesthat offer
significant commercia
payoffs and widespread benefits for the nation. MEP—a nationwide
network of morethan 400 nonprofit centers—providessmal and medium-
szed manufacturerswith thetechnical and business ass stance they need
to succeed.

Source: www.atp.nist.gov/eao/factsheet/facts-01.htm

During thissemiannual reporting period, we conducted auditsof four
ATPawardsand two M EP cooperative agreements. Our findings of
inadequatefinancial management andimproper claimsresulted inour
questioning $900,000in federa claimed costsand recommending
$400,000in fundsto be put to better use.

ADVANCED TECHNOLOGY PROGRAM (ATP)

AWARDEE’ sSFINANCIAL M ANAGEMENT SySTEM FAILED TO
MeeT MiINIMUM REQUIREMENTS

AnATPcooperative agreement to fund a 3-year research project was
awarded to aMassachusettsfirmin September 2001. The budget
calledfor federal funding of $1,890,596 for direct costsof the project,
with first-year funding of $570,449.
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In December 2001, we conducted asurvey of thefirm’sfinancia
management system. Wewanted to ensure that federal fundswould be
expended in accordance with theaward’sgeneral and specia termsand
conditionsand that thefirm’sfinancial management system met federd
standards. Becauseno federa fundshad yet been expended, wedid
not review thefirm’s performance under the award.

Technology
Administration

Wefound that thefirm’sfinancia management system did not meet
minimum federal requirementsand recommended that NI ST withhold
approval for coststo beincurred on the ATP-funded research until

receiving verificationthat thefirm’sfinancia management systemmeets
essentid provisonsand iscapable of protecting federd interestsas Technology
required. We also determined that thefirm had not obtained afederaly
negotiated indirect cost rate and advised that it submit aproposal toits
cognizant agency for review and approva . AlthoughtheATPaward
doesnot alow reimbursement for indirect costs, thefirm'’sproposa
included acontribution of about $677,000inindirect costsover the
courseof the project; in addition, thefirm hasreceived research grants
from another federal agency which providefor therecovery of indirect
costs.

Finally, based on concernsabout the need for strict adherenceto
specia award conditions, we recommended that NI ST program and
grantsofficialsclosaly monitor the project. NIST concurred with our
recommendations. (Atlanta Regional Office of Audits: ATL-14928-2)

AuDIT FINDS | NADEQUATE FINANCIAL M ANAGEMENT SYSTEM
AND $61,425 IN QuEsTIONED CosTs

We performed an accounting system survey and interim financid and
compliance audit of thelead firminajoint venturethat had received a
3-year ATPaward with atotal estimated cost of $11,304,010, with
federal funding not to exceed $5,595,485. For the period of January 1,
2001, through September 30, 2001, thefirm submitted three
reimbursement requeststo NI ST totaing $1,754,613, representing
combined costs claimed by both joint-venture members, including
$697,448 claimed by thelead firm.

The purposeof our review wasto (1) determinewhether thefirm's
accounting and financial management system complied with federal
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regulationsand NI ST/ATPrequirements, (2) examinecostsincurred to
date, and (3) identify any instances of noncompliancewiththeaward
termsand conditions. We determined that thefirm’ sfinancia
management system was not adequate for purposes of theaward. We
also questioned $61,465 in claimed costs.

Werecommended that NIST requirethefirmtoimplement aproject
cost accounting system that segregatesthe cost of each project and
allocatesindirect coststo research projects, disallow questioned costs
of $61,425, and recover $30,425 in excessfederal disbursements.
(Denver Regional Office of Audits: DEN-14403)

QuesTioNED CosTts ToTALING NEARLY $400,000 AND
CompPLIANCE | ssuesARE UNcovERED DURING AuDIT

In September 2000, NI ST awarded an AT P cooperative agreement to
aCaliforniacompany. Total estimated costsfor the 3-year project were
$7,926,506, with thetotal federal funding not to exceed $2,000,000,
and afirgt-year limit of $1,246,549. The company submitted two
requeststo NIST for reimbursement totaling $493,551.

We conducted aninterim audit of the award and found that the
company’saccounting system was generally adequatefor purposes of
theaward and that the firm was adhering to award termsand conditions
inal material respects. Our audit disclosed, however, $395,208 of
guestioned cogts, including $393,937 for general and administrative
costs not applicableto theATPaward. We also noted severa
complianceissuesthat needed to be corrected, including thefailureto
have adequate agreementsin placefor three subcontractors.

Werecommended that NI ST disallow the $395,208 in questioned
costs, recover disbursed federal fundstotaling $182,780, and require
thefirmto correct its current subcontract agreements. (Denver
Regional Office of Audits: DEN-14516-2)

AuDIT OF ADMINISTRATOR OF $10 M iLLION JOINT VENTURE
ProJect DiscLoses No Cost orR CoMPLIANCE | SSUES

We audited the operations and records of thejoint venture administrator
for a$4.8 million AT Pcooperative agreement awardedin 1997to a
consortium|ocated in California. Theaward wasintended to partially
fund aproposed 2-year, $10,155,543 project. Theorigina project
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period was extended to June 30, 2000, at no additional cost to the
federd government.

Our audit verified that the records were adequate to support the major
elementsof costs claimed and did not find any cost i ssues. We noted no
other audit issuesrelated to award compliance or project performance.
(Seattle Regional Office of Audits: STL-14370-2)

M ANUFACTURING EXTENSION PARTNERSHIP
(MEP)

MorEe THAN $2.5MiLLIoN IN QUESTIONED CosTs FOUND

An MEP cooperative agreement was awarded to anonprofit
corporationin 1999 to provide manufacturing extension servicesto
small and mid-sizebusinessesin adesignated serviceareain Utah.
Total estimated costsfor the 2-year award period were $6,670,892
with federa funding not to exceed $2,240,713 or 33.6 percent of
allowable costs. Theaward recipient islocated on acollege campus,
and al project costsare processed through theinstitution’saccounting
system.

InApril 2000, wereceived arequest fromthe NIST Grants Officeto
examinetherecipient’suse of the college' sindirect cost rate. During the
course of our limited-scope audit, it became apparent that the

organi zation had not based its claimed costs on actua costsincurred for
the program. When we advised corporation officialsof our concernsin
thisregard, they el ected to amend their claims. In August 2001, the

reci pient submitted two revised requestsfor reimbursement, claiming
total costsof $7,271,330including afedera share of $2,240,713.

In November 2001, wereturned to complete our original review andto
conduct acost and compliance audit of the award. We determined that
program income had not been reported accurately and that the
recipient’srevised claimsincluded questioned costs of $2,538,305
including (1) $1,482,551 in coststhat were not adequately supported,
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(2) $1,003,854 in contract coststhat were outside the scope of the
NIST award, (3) $4,380in unapproved foreign travel costs,

(4) $20,700in duplicate claims, and (5) $26,820 in other unallowable
costs.

Werecommended that NIST disallow the questioned costs and recover
$650,417 inexcessfedera disbursements. (Denver Regional Office of
Audits: DEN-13088)

M EP RecipiENT’ s MPROVED FINANCIAL M ANAGEMENT
SvsteEM GENERALLY COMPLIESWITH REGULATIONSAND
REQUIREMENTS

In December 1995, NIST awarded a5-year MEP cooperative
agreement to anonprofit corporation located in Puerto Rico to provide
manufacturing ass stanceto small and medium-sized manufacturers.
Estimated costsfor the award period—January 1, 1996, through June
30, 2001—were $5,345, 774 with the federal share not to exceed
$2,312,186.

We conducted aninterim financial and compliance audit of costs
claimed during thefifth year and found that therecipient’ sfinancial
management system generally complied with federa regulationsand
MEPrequirements. Threeareas, however, required improvement:

(2) unnecessary general ledger expense accounts, (2) overdue accounts
payable, and (3) program incomereporting. Based onthe organization’s
responseto our draft audit report, we are satisfied that appropriate
actionsareunder way toimproveitsfinancia management system, and
we made no recommendationsinthat regard in our fina report. Wedid,
however, question atotal of $38,425in claimed costs, and
recommended that NI ST recover $27,485 in excessfedera
disbursements. (Denver Regional Office of Audits: DEN-14275-2)

Ol G ReviEwsATPPRoGRAM-SPECIFIC AUDITS

PERFORMED BY PUBLIC ACCOUNTANTS
During thissemiannual period, OIG reviewed 83 audit reportsfrom
independent public accountantsthat performed program-specific audits

of AT Presearch and devel opment awards madeto for-profit
companies. Theaudited dollarsinthesereportstotaled $121,213,193.
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Ten of the 83 reportswe examined had questioned coststotaling
$3,778,301. Thefederal portion of the questioned costsamounted to
$1,648,457 and resulted from violations of cost principlesestablished
by federal acquisition regulationsand other termsand conditions of the
ATPawards. A list of processed financial-related auditsisincludedin
Appendix B-1. Below aresummariesof someof thesignificant findings:

% A Delaware company charged $639,834 inindirect coststo the
project in excess of the approved indirect cost budget.

% A Cdiforniacompany incurred $1,066,617 in subcontracting
costswithout obtaining required approvalsfromthe NIST
GrantsOffice.

3% A Pennsylvaniacompany overstated itsdirect costsby
$533,468 because direct |abor was charged at averagerates
and not actual rates. The company a so overstated indirect
costshy $368,841 by using previoudly approved ratesrather
than current rates.

¥ A Massachusettscompany overstated direct salary and fringe
benefits costsby $124,012 becauseit charged too great a
percentage of certain employees' timetotheaward.

In addition to the 10 reportsthat had questioned costs, wereviewed and
informed NIST of another 19 that included administrativefindings. The
two most common administrative findingsreported by theindependent
public accountantswere (1) failureto maintain written procurement policies
and proceduresthat conformto federal procurement standardsand

(2) failuretoinclude provisionsin subcontractsrequiring subcontractors
to adheretofederal lawsand regulations. Theremaining 54 audit reports
reviewed did not includeany findings.

NI ST’ s REPORTING OF PERFORMANCE

M easurREsS NEEDS | MPROVEMENT

Our evaluation of NIST’s procedures for measuring and reporting
performancewasthe second of two such auditswe completed during this

semiannua period, in assessing the Department’ seffortsto comply with
the Government Performance and ResultsAct. (See USPTO, page 72.)
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OIG assessed performance measures that
pertain to NIST laboratories, MEP, and
ATP. These three operations account for
nearly three-fourths of NIST’s budgetary

I esour ces.

Commerce OIG Semiannual Report

We conducted fieldwork from July to
o December 2001 and submitted our final
“rosimes report in March 2002.

CommercesubmitsNIST’ s performance
information as part of its Department-

B wide performanceand accountability
12910 reports. The Department includesin
X thosereportsthefollowing godsthat are
'y specifictoNIST:

AT
s 5 A
% Providetechnical leadershipfor

B s the nation’s measurement and
standardsinfrastructure and ensure
theavailability of essentid
reference dataand measurement
capabilities.

3% Acceeratetechnologica innovation and devel opment of new
technol ogiesthat will underpin economic growth.

3% Improvethetechnologicd capability, productivity, and
competitivenessof small manufacturers.

NIST hasimplemented acomprehensive set of performance measures
that include arange of indicatorsto assess progressin meeting bureau
gods: output and outcome measures, peer reviews, and impact studies,
to nameafew. NIST collectsdataand reports on 15 measures,
including (1) the number of technical publicationsproduced,

(2) cumulative number of technol ogiesunder commercidization,

(3) cumulative number of patentsfiled, and (4) increased sales
attributed to ass stancefrom the Manufacturing Extension Partnership
(MEP) program. Welimited our review to thesefour measuresasthey
pertainto MER, NIST laboratories, and theA dvanced Technology
Program (ATP). Weeva uated NI ST’ sreporting of performance
information in documents submitted to meet GPRA requirementsaswell
astheadequacy of internal controlsfor ensuring the data’ saccuracy,
consstency, and relighility.

Whilewefound that the bureau had acomprehensive approach to
reporting results, we noted severa deficiencies.
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M EP. NIST’sreporting of MEP performanceto quantify itsassi stance
to small manufacturersincludesdatafor clientsof al sizes, and thedata
it collectsregarding increased salesattributableto MEP assstanceis
unverifiable. Thebureau must restateits performance god to reflect the
datareported and clearly articul ate which percentages of claimed results
do not comefrom small manufacturers, or report only the datathat
pertainstothegod. It must alsoimplement proceduresfor ensuring that
salesinformation collected from program awardeesisverified.

NI ST labor atories. Thelabsdightly understate the number of
technical publicationsthey produce becausefor certain years, they do
not include documents produced at two of their locations. Also, the
measure' suse of theterm “publication” ismideading becausethe
manuscripts counted have not necessarily been published. The bureau
must improveitscollection methodsto ensurethat datais cons stently
gathered from all 1abs, and revise the discussion of the measurewith
terminol ogy that reflectsthefact that unpublished documentsare
includedinthecount.

AT P. Reported resultsfor cumul ative numbersof patentsfiled for fiscal
years 1998 and 1999 were dightly overstated becausetheresults
included copyrights. Additionally, the bureau reportscumul ative
numbersof patentsand cumul ative technol ogiesunder
commercidization onamultiyear rather than acurrent-year basis, which
doesnot permit comparison against itsannua budget. Again, thebureau
should either reviseitsreporting proceduresto include cumulativeATP
expendituresthat match the multiyear accounting of patentsand
technologiesor providesingle-year totalsfor these measures.

Thedirector of NIST generally agreed with our recommendationsand
noted that the bureau wasaready exploring waysto improve
performance measurement and reporting systems, and had taken steps
torevisethetext of performancereportsto accurately reflect the data
collected. (Financial Satementsand Audits Division: FSD-14430)
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AubiToFNTIS FY 2001 FINANCIAL
STATEMENTS

NTISreceived anunqudified opiniononitsfiscal year 2001 financia
satements—theninth year inarow for thisaccomplishment. The
independent certified public accounting firm that performed the audit
found no material weaknessesin the bureau’sinternal controlsover
financia reporting and no instances of noncompliancewithlawsand
regulations.

INFORMATION TECHNOLOGY CONTROLS

Inconjunction with thereview of financial statements, theauditors
assessed theadequacy of I T controlsassociated withNTIS
information systemsagainst thesix criteriaoutlined in GAO's Federal
Infor mation System Controls Audit Manual : entitywide security
program planning and management; access controls; application
software devel opment and change control; system software;
segregation of duties; and service continuity. Whileit found no new
weaknessesintheintegrity of these controls, it reissued four outstanding
findingsstill unresolved from FY 1999 in the areas of accesscontrol,
application software devel opment and change control, and service
continuity. It reiterated itsFY 1999 recommendationsfor correcting
theseweaknesses, with modificationsto reflect changesinthebureau’s
computing environment.

Theseinternal control weaknesses continueto poseathresat to the
security of NTIS data, programs, and hardware, and could havea
negativeeffect onthefinancia statementsof both the bureau and the
Department. (Financial Satementsand Audits Division: FSD-
14476-2)
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The United States Patent and
Trademark Office administers the
nation’s patent and trademark
laws. Patents are granted, and
trademarks registered, under a
system intended to provide
incentives to invent, to investin
research, to commercialize new
technology, and to draw attention
to inventions that would otherwise
go unnoticed. USPTO also
collects, assembles, publishes, and
disseminates technological
information disclosed in patents.

WHILE PATENT APPLICATIONS | NCREASE,
ExaMINERS NEEDED TO PROCESS THEM
DECREASE

Thenumber of patent applicationsfiled hasbeen growing rapidly for
severa years, and thistrend isexpected to continue. In FY 2000,
USPTO received 293,244 patent applications, a12.3 percent increase
over FY 1999. For fiscal year 2001, the number of patent applications
roseanother 11 percent, roughly the sameasisexpected infiscal year
2002. To keep up with theincreasing number of patent applications,
USPTOisattempting to increasethe number of patent examiners.

However, high attrition rates have been aconcern for the agency for
sometime. They rose steadily from 6.8 percentin FY 1993 to

13.4 percentin FY 2000. Of particular concernis
the number of examinerswho leaveduring their first
few yearsof USPTO employment. Betweenfisca
years 1990 and 2000, 56 percent of attrition was

Rate of Patent Examiner Attrition among examinersintheir first 3yearswiththe

FY 1990-2000

agency; 30 percent left withintheir first year. The
lossof theseemployeeswithin such ashort periodis
especially troubling because USPTO makesa

szableinvestment intraining new employees.

L

In December 2001, we completed an audit to
determinewhether USPTO' s attrition ratescould be

FY90 FY91 FY92 FY93 FY94 FY95 FY9% FY97 FY98 FY99 FY00

Source: USPTO

Unacceptably high rates of attrition among
patent examinersplagued USPTO through-
out thel990s and continue unabated. The
bureau is attempting to counter the prob-
lem with better screening methods, flex-
ible work schedules, and more competitive
salaries and benefits.

Commerce OIG Semiannual Report

reduced through improved hiring and retention
practices. Our review focused on two patent
examiner work groups: the group with thelowest
atrition rate and another that had arate among the
highest during FY 2000.

Our review confirmed what other studies had shown—that job
dissatisfaction, poor performance, and higher pay arethe primary
reasonswhy patent examinersleave USPTO. Patent examination
requiresindividuaswithavariety of uniqueskills, particularly technica
expertisein such areas as engineering, computer science, and law.
Competitionfrom privateindustry and other federal agenciesfor this
highly skilled group isstrong, and the pool of eligibleworkersis
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rdatively smal. USPTO'sability toretain highly skilled patent
professionalsisa so hampered by lower-than-private-sector sdlariesand
job pressure, including the need to meet rigorous production standards.

Theagency hasbegun aseriesof initiativesto improve patent examiner
recruitment and retention. For example, the Office of Personnel
Management hasauthorized specia salary ratesfor patent examiners,
and USPTO hasimplemented numerousfamily friendly programs, such
asmoreflexiblework hours, to encourage examinersto stay. A specid
pilot telework programisaso being evaluated.

Although not much more can be doneto reduce the number of
employeesleavingfor higher pay, webelievethat attrition resulting from
job dissatisfaction and terminations resulting from poor performancecan
be reduced through animproved screening processduring the hiring
phase. Wetherefore recommended that the agency reexamineits
processand determinewhether recruiting techniques can be devel oped
to (1) better identify applicantsbest suited for examiner positionsand (2)
better inform applicants about USPTO’ s production-oriented work
environment. (Businessand Trade Audits Division: BTD-14432-2)

M iNOR | MPROVEMENTS NEEDED IN REPORTING
PERFORMANCE RESULTS

GPRA wasenacted toimprovefedera programs’ effectiveness,
efficiency, and accountability to Congressand to theAmerican public. It
requiresfedera agenciesto set goalsfor program performanceandto
annualy comparetheir performance against those goalsand report the
results. Each year, al agenciesgather from their unitsand bureausthe
measurement datato be used to quantify and quaify their previousyear’s
accomplishments. To beuseful, however, the datahasto be accurate,
timely, comprehensive, and credible.

To ensurethat the datausers, such as Congressand OMB, can have
confidencein thereported performanceinformation, GPRA requiresdata
verification and validation asquality control measures. During thislast
reporting period, weexamined USPTO'seffortsto ensurethat its
reported performanceresultsarereliable.
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We performed our audit from July to September 2001. Our final report,
issued in March 2002, notes USPTO’ s strong commitment to report
accurate databut al so recommendsthat the bureau take additional
stepsto enhancethe credibility of itsdata.

For example, oneareaof responsbility onwhich USPTO ismeasured
isitsoutreach effortsto devel oping countries. USPTO conducts
seminarsand providestechnica training to officia sfrom those countries
on how toreform their intellectual property structuresto comply with
World Trade Organi zation provisions. M easurements used to quantify
thesetraining/technical ass stanceactivitiesincludethe number of (1)
sessonsperformed at USPTO, (2) sessions performed in developing
countries, (3) radio or televised broadcaststo devel oping countries, and
(4) instances of legal advice provided.

Yet, USPTO hasno clear criteriafor determining which countries
quaify as“developing.” USPTO'slist of developing countriesfor a
given reporting period may comefrom oneof avariety of sources—the
United Nations, the World Bank, the Department of State—and varies
year to year depending on the source and the country’ s devel opment
status. Because no one source was consi stently used, and because
USPTO did not consistently usethemost current list from any of the
sources, thereported data could have been misinterpreted.

Asaresult of our finding, we recommended that USPTO ensurethat
criteriaused to measure technical assistanceto developing countries
clearly document and update on aregular basisthose countriesdligible
tobeon USPTO'sdevel oping countrieslist.

Inresponding to our report, USPT O agreed with our recommendation,
and theagency’s Officeof Legidativeand Internationa Affairsisnow
updating thelist of devel oping countriesonaregular basisand
documenting additions or del etions as needed.

Commerce OIG Semiannual Report
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SAccreditation is the formal
authorization by management for
system operation, including an
explicit acceptance of risk.
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GUIDANCE FROM SENIOR M ANAGEMENT CouLD
STRENGTHEN USPT O’ s| NFORMATION
SECURITY PROGRAM

USPTO'sday-to-day operationsincreasingly depend oninformation
technology: patent and trademark applicationsarefiled, feesarepaid,
and some USPTO employeesteework viathe Internet, and these are
only afew examplesof theimpact I T hasonthe agency. Information
technol ogy promisesto improve and expand delivery of USPTO
services, but expanded ddlivery dsoincreasesthevulnerability of and
risk to USPTO’scomputer systems and networks. Greater access
escalatestherisk of unauthorized accessand exposureof USPTO's
datatoimproper disclosure or modification.

Under GISRA, each agency head ischarged with ensuring the security
of information andinformation systemsby promoting security asan
integral component of that agency’ sbusiness operations. From October
through December 2001, weeva uated USPT O’ sinformation security
program for unclassified systemsto determinewhether it complieswith
GISRA, which mandatesthat federal agencieshave effective security
for theinformation resources supporting their operations and assets.
Our findingssuggest that information security hasnot yet becomean
integral part of USPTO’ sbusinessoperations. Asaresult, fundamental
responsbilitiesarefrequently not carried out.

Weevaluated USPTO’sinformation security policiesand procedures,
rolesand responsibilities, and adherenceto applicablelaws, regulations,
and guidance and found that although USPTO generally has
documented policiesand proceduresin placethat are consistent with
accepted security practices, many other important security requirements
arenot satisfied. Our evauationidentified thefollowing issues:

3% Eighty-two percent of USPTO’s 78 operationa systemsdo not
have documented ri sk assessments, 30 percent of itssecurity plans
areoutdated, and none of itsoperational systemshave current
accreditation® asrequired by OMB. Lack of accreditation means
that USPTO management hasnot officially authorized any of these
systemsfor use. Moreover, USPTO officialsdo not conduct
periodic reviewsof information policiesand security controlsand

techniques.
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3% USPTO providesinformation security-awarenesstraining to new
employees, but does not have aprogram to provide appropriate
training and education to personnel who need speciaized security
skillsand competencies. Thus, USPTO cannot ensure that
employeeswho have significant security responsibilitiesunderstand
or apply effectiveinformation security practices.

¥ USPTO'sincident response procedures do not include any
requirement to report incidentsto GSA, asrequired by GISRA and
OMB.

¥ USPTO'sfunding requestsfor information
security do not appear to be based on a
thorough analysisof itssecurity needsor the

cost of satisfying them. 100%;
) 80%0
3% Although senior management’ sawareness
and support areessential to establishingthe  60%
environment and ensuring the resources 4o,
needed to promote an effectiveinformation
security program, such awareness and 29%

O %Incomplete
H %Completed [

support have been minimal and senior 0

management’s proactive involvement is Risk
absent. Assessments

We made numerousrecommendationsfor improving information
security at USPTO. Most important isour recommendation that the
Under Secretary of Commercefor Intellectual Property and Director of
USPTO ensurethat senior management officialsgiveinformation
security high priority, sufficient resources, and their persona attention
and that they work closely withtheir CIO toimproveinformation
security at the agency.

Inresponse, USPTO agreed with al of our recommendationsand
described corrective actionsit istaking or has planned. The Under
Secretary affirmed the agency’scommitment to develop astrong
information security programto protect theinformation assets of
USPTO anditscustomers. Asregards accreditation, the response
indicated that whether the agency can compl ete system accreditations
according to the timetabl e we recommended depends on the resources
required and their availability. Because of theimportance of

Commerce OIG Semiannual Report

Systems
Accredited

Source: OIG

Status of USPTO’s Key Infor-
mation Security Management
Controls. Lack of documented risk
assessments, outmoded security
plans, and no accreditation leave
USPTO'’s 78 systems’ vulnerability
in question.
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accreditation in ensuring that operationa systemsare adequately
protected, weurge USPTO, when dlocating resources, to givethis
matter high priority. Since our evaluation, the agency hasbeen makinga
concerted effort to improveinformation security, devoting increased
management attention and resourcesto thisareaand taking stepsto
implement policiesand proceduresto enhancetheintegrity and
confidentidity of itsinformation assets. (Office of Systems
Evaluations. OSE-14816)

Audit of USPTO’sFY 2001 Financial
Satements

InFY 2001, USPTO received an unqualified opinion onitsfinancia
statementsfrom theindependent certified public accounting firm that
conducted the audit. The audit identified no reportable conditionsinits
interna controlsover financia reporting or instances of noncompliance
with lawsand regulations. USPTO hasreceived clean opinionsfor the
last 8years.

INFORMATION TECHNOLOGY CONTROLS

Aspart of theoveral audit, the auditors conducted separate reviews of
thebureau'sI T controls. Thefirst review assessed USPTO'sfinancia
management systemsagainst thesix criteriaoutlined in GAO'sFederal
Information System Controls Audit Manual (entitywide security
program planning and management; access controls; application
software devel opment and change control; system software; segregation
of duties; and service continuity). Thereview identified onenew
weaknessin entitywide security program planning and management, and
noted that two weaknessesidentified inthe FY 2000 audit remained
unresolved. Thesewerein the areas of access control and service
continuity.

Inthesecond I T review, the auditors assessed whether thefinancia
management systemswere vulnerableto unauthorized access. They
identified two new weaknessesin access controlsand madefive
recommendationsto addressthem. (Financial Satementsand Audits
Division: FSD-14477-2)
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VULNERABILITIESIN EMERGENCY
PREPAREDNESS AND PHYSICAL SECURITY ARE
EviDENT AT M ANY COMMERCE FACILITIES Office of

the Secretary
Staff Offices

Theintensified national focuson persona and homeland security has
prompted al federal agenciesto reconsider the safety of their facilities
and the adequacy of their emergency procedures. Duringthis Bﬂ:ggﬁs Public Affairs
semiannual period, Ol G evaluated emergency preparednessand

physical security measuresat 27 Commercefacilities (seemap onthe

following page), including the Department’s headquarters (Herbert C. General e
Hoover Building) in Washington, D.C., to quickly determinethe Counsel Officer
followingfor eachste:
Legislative and Policy ahd
1. Thelevel of emergency preparedness. We ascertained whether el Pl

facilitieshad viable Continuity of Operations Plans (COOPS),
Occupant Emergency Plans (OEPs), or smilar guidance, and
emergency response structuresin place.

2. Thestatusof physical security. We assessed the extent towhich
each siteconformsto the minimum standardsfor physical

security established by the Department of Justicein 1995 CFO and

(designedto ensurethat federal facilities prevent unauthorized Assistant

accessand protect personnel, assets, and sensitive Asae;:ﬁfsa{:’atff;;

information). Weidentified specific vulnerabilitiesin security

frameworksat individua locations. Exec. Budgeting -
and Assistance Security

. Management
3. Agency andfacility responsesto the events of September 11,

2001, including changesinand new initiativesfor emergency Carcia

preparednessand physical security. We also looked to see Budget Management

whether therewereany best practicesor specificlessons

learned from the Department’shandling of the_e'_ve_mson Management Human

September 11 and emergency preparednessinitiativestaken and Resources

Organization Management

sncethen.

Acquisition Civil
Management Rights

Small and
Disadvantaged
Business Util.

Administrative
Services
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Commer ce sites surveyed by OIG inspection teams. Every facility—from NOAA shipsto Department
headquarters—had some physical security weaknesses, and many had emergency preparedness
vulnerabilities.

*Note: I TA and Census officesin New York were not surveyed but provided
information via limited conversations with OIG staff.
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Wefound that, to agreater or lesser degree, all sSteswevisited have
devoted more attention and resourcesto emergency proceduresand
physical security since September 11. However, therewere often
incong stenciesfrom siteto sitewithin the same agency or anong sites
withinthe samegeographiclocation.

SUMMARY OF FINDINGS

Continuity of oper ationsplans. Most of theagencieswevisited
reported that prior to September 11, they either had no COOP or had
put alow priority on devel oping one, though most have since
increased effortsto complete these plans. Themagjority of sitesreported
that they have backup plansfor protecting critical information
technology systems.

After September 11, the Chief Financid Officer and Assistant Secretary
for Administration established aninterdisciplinary teamto coordinatethe
finalization of COOP plansfor the Department and itsbureaus. From
November 2001 through February 2002, thisgroup worked with
bureau staff to review existing plansand make appropriate refinements.
A consolidated plan for the Department has been prepared and
reviewed by the Federal Emergency Management Agency, which has
foundit to beresponsiveto and in compliance with Federa
Preparedness Circular 65. However, Department officialsagreed that
no bureau’s COOPisdeemed complete until its management has
identified specific resourcesto test and implement the plan and until
plansfor thebureau’ sfield officesareincluded.

Emer gency and evacuation planning. Most Siteshad emergency
evacuation plans; however, many plansdedt only withfireemergencies.
Somefacilitieshave expanded their plansto addressawider range of
potential emergenciessince September 11. Many siteshave established
forma emergency and evacuationteamsaswaell astraining toimplement
their plans. Some siteshad no plansto evaluate or upgradetheir current
procedures. | n addition, many employeeswerenot aware of specific
evacuation plans, nor could they identify the membersof their
emergency support team.

Commerce OIG Semiannual Report
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Theoperating unitsand their individual stestypicaly haveemergency
plansfor peoplewith disabilities. But somesitesneed to establish
proceduresfor quickly locating those with special needsand to evaluate
the adequacy of equipment for evacuating these empl oyees.

Physical security. Somedeficienciesin physica security wereevident
at every Commerceoperation wevisited.

SUMMARY OF SUGGESTED | MPROVEMENTS

Our review revealed anumber of important principlesthat webelieve
should form thefoundation of aresponsi ble security and emergency
preparedness program for the Department.

Management support and leader ship arecrucial. Agenciesneed to
develop clearly stated emergency preparednessand security policies
that have unambiguousgod sand the visibleinvolvement of top
management. Wefound that inthe most effective programs, senior
managershad prominent roles.

Employeesshould beinvolved. Employeeinvolvement inthe
development and implementation of emergency preparednessand
security programs complements management leadership and promotes
gaff commitment to theseinitiatives. Management should encourage
employeeinvolvement in rel ated decision making and operations, and
must clearly assign and communicate staff respongibilitiesfor program
implementation. Employee awareness of and support for emergency
preparedness/security effortsare best reinforced through periodic
training, e-mail reminders, posting of security tips, distribution of
relevant materid's, and participation on building evacuationteams.

Hiring and termination practicesshould enhance security.
Security and emergency preparedness briefings should be mandatory
for al new hires. In addition, management must retrievekeysand
identification badgesfrom departing employeesand contractors, change
their computer passwords, and block key-card accessto ensurethat
they cannot access Department facilitiesand I T systemsafter leaving
Commerceemployment.
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Plansand facilitiesneed to bereassessed periodically. Because
conditionsaffecting security and emergency preparedness can change,
managersshould examine security measuresregularly by updating risk
assessmentsand Site surveys, reviewing empl oyee/contractor
compliancewith security protocols, and regul arly testing and maintaining
security and emergency plansand procedures. (Office of Inspections
and Program Evaluations: 1PE-14825)

Beyond thesegeneral observations, we provided anumber of specific
suggestionsto improve Department-wide emergency preparednessand
physical security.

SAFETY VULNERABILITIES| DENTIFIED AT
DePARTMENT HEADQUARTERSAND NOAA

SEATTLE

Our review of emergency preparedness and security at Commerce
facilitiesa so uncovered anumber of safety concernsat the
Department’sheadquarters (Herbert C. Hoover Building) and NOAA's
Sesttlefacilities. We brought these concernsto the attention of
departmental and NOAA management, and are pleased to report that
correctiveactionisbeing taken.

HerBerT C. HoovER BUILDING

We observed numerous safety vulnerabilitiesthat could endanger
occupants, including thefollowing:

¥ Fireand health hazar ds. Partsof the building’s basement and
subbasement werelittered with cigarette butts, empty food and
sodacontainers, uneaten food, and other trash, indicating that
peoplewereusing these areasfor eating, smoking, loitering, and
possibly lodging. One unlocked subbasement storageroom
contained paint, pai nting equi pment, unidentified solvents, and
other potentially hazardous material s scattered about. The
condition of these areas posessignificant health and firehazards.
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Source: OIG

NOAA'’s Western Regional Center,
Seattle, Washington (pictured), and
several ancillary facilities sustained
varying amounts of damagein a
February 2001 earthquake that
measured 6.8 on the Richter scale.

Commerce OIG Semiannual Report

¥ Security of basement ar eas. Inanumber of locations,
property and equi pment were not properly secured.

¥ |solated office space. Officesin somepartsof thebuilding are
very isolated and poorly monitored, and—inthe event of an
emergency—it may bedifficult to communicatewith staff
located inthese aress.

We presented thislist of safety issuesto the Department’ smanagers,
who swiftly moved to addressmost of our concerns. (Memorandumto
the Deputy Secretary and the Chief Financia Officer, January 24, 2002)

NOAA SEATTLE

In February 2001, an earthquake measuring 6.8 onthe Richter scale

rocked NOAA's Seattlefacilities. The quake damaged NOAA's

Western Regional Center and Northwest Fisheries Science Center.

Although critical repairswereimmediately madeto protect employee
health and safety, the buildings needed athorough
assessment by aquaified selsmic engineer to ensure
that they wereinfact safefor occupancy and ableto
withstand future earthquakes.

Whenwevistedthesite, lingering damageto the
buildingswasreadily apparent: concretewallsand
foundations had fissures; roofshad twisted rafters;
rivetsand boltswere missing from equipment repair
fadlities

Cost of the seismic survey was estimated at $261,000.
Sesttle management requested thisfunding from NOAA headquarters
and, after our report wasissued, received thefunding in February 2002.
Thecurrent planisto award acontract for the survey in June 2002 and
receivethe contractor’ sdraft damage report thefollowing September.
Thesaismic survey will assessthestructura integrity of the buildings,
identify safety issuesthat need to beresolved, and prioritizeand
estimatethe cost of required and recommended repairsor demolition.
(Memorandum to the Deputy Secretary and NOAA Deputy Under
Secretary, January 18, 2002)
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AuDIT oF DEPARTMENT SsFY 2001
CoNsoLIDATED FINANCIAL STATEMENTS

The Department’ sconsolidated financia statementsfor fiscal year
2001—representing thefinancia condition of all Commercereporting
entities—rece ved an unqualified opinion from theindependent certified
public accounting firm that conducted the audit. The auditors noted that
the Department had significantly improved financia management over
thepast severa years. Thisisthe sixth year that consolidated audits
have been conducted, and thethird consecutiveyear for which these
statementsreceived aclean opinion. Four operating unitsincludedinthe
consolidated audit—NOAA, USPTO, Census, and NTIS—were
audited separately and received unqualified opinionson their FY 2001
financid statements.

Thereview noted that during thefisca year, the Department and its
reporting entities had resolved and thuseliminated amaterial weakness
identifiedinthe prior-year audit (failureto promptly recognizeand
record appropriations) and had improved areportable condition (weak
reconciliation procedures) so that it wasno longer identified asa
separate problem. Neverthe ess, thefirm identified two repeat
reportable conditionsthat continueto warrant aggressive management
attention. One of these conditions affectstwo aspects of genera
controls: (1) internal control over financial management systemsand
(2) interna control over information technol ogy. Taken together, the
deficienciesnoted in these control s congtitute amateria weakness.

FinaNcIAL SysTEMS, M ANAGEMENT, AND REPORTING

Therepesat conditionsnoted inthe Department’sinternal control over
financid reporting areasfollows:

% Financial management systems. Commercedtill lacksa
sngle, integrated financid management system; itslegacy
systemsareineffectivetoolsfor preparing and reporting
Department-wideor entity-specificfinancid data. This
deficiency condtitutespart of themateria weaknessidentifiedin

Commerce OIG Semiannual Report
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theaudit. The Department responded that, asimplementation of
CAMS progresses, thiscondition will beresolved.

% Financial management and reporting. Weak management
and reporting capabilitiesperst at severa entitiesand hamper
the Department’ seffortsto produce accurate and timely
financia reports. Thesewesaknesses, which congtitutea
reportable condition, were noted in reporting processes at three
operating units(Census, EDA, and NIST), indata
reconciliationsat two (Censusand NOAA), and in procedures
for producing information to support financial dataat one
(NOAA). Theauditorsrecommended that the Department’s
Officeof Financia Management monitor theentities effortsto
resolvethecited conditionsand ensuretimely and effective
implementation of correctiveactions. Thefirmasomade
gpecific recommendationsto two of the bureaus (EDA and
NIST) for addressing the reportable condition asit specifically
pertainsto them.

| NFORMATION TECHNOLOGY CONTROLS

Thereview of the Department’sI T controlsover mgjor financial systems
against thesix criteriaoutlinedin GAO'’s Federal Information System
ControlsAudit Manual revealed problemsin al six areas: entitywide
security program planning and management; access controls, application
software devel opment and change control; system software; segregation
of duties; and service continuity. These deficienciescombinewith the
lack of asingle, integrated financial system, noted above, to constitute
thematerial weakness.

CoMPLIANCE WITH L AWSAND REGULATIONS

Aspart of theaudit, the Department’ sfinancia management procedures
and systemswere assessed for compliance with select provisions of
applicablefedera lawsand regulations. Severd instances of
noncompliancewere, infact, identified:

* NOAA'sfaluretofully funditscapital leases(see page60) is
contrary to requirementsin OMB Circular A-11, Preparation
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and Submission of Budget Estimates, which mandatesthat
agencieshave sufficient budgetary resourcesup-front to cover
the present value of |ease paymentsfor capital assetsand lease
purchases.

% |ITA'sfaluretofully recover thetota cost of providing goods
and servicesiscontrary to OMB Circular A-25, User Charges,
which requiresthat federa agenciesrecover thetotal cost of
providing goodsand services.

% TheDepartment’slack of asingle, integrated financia
management system rendered Commerce noncompliant with
federd requirementsfor financid management systems
stipulated under the Federa Financial Management
Improvement Act (FFMIA) of 1996.

The appropriate departmental managersreviewed al of thefindingsand
recommendations contained in the consolidated audit report aswell as
thosein the separate audit reportsfor Census, NIST, and NOAA. They
generaly concurred with thefindings, although they took exceptionto
theweaknessinfinancia reporting noted at NI ST and the determination
of FFMIA noncompliancefor Census. (Financial Satementsand
AuditsDivision: FSD-14474-2)

Section 803 of FFMI A requiresagenciesthat are not in compliance
withthe act to prepare aremediation plan outlining actionsto achieve
compliance. The Department prepared such aplanin FY 2001 to
addressnoncomplianceissuesidentified inthe FY 2000 audit. It intends
to updatethe planto reflect itsprogressin moving toward compliance.
Section 804(b) requires Ol G to notify Congresswhen the Department
doesnot meet the plan’sintermediate target datesfor implementing
actions. Wedid not identify any instancesin which Commercefailed to
meet these dates.

Commerce OIG Semiannual Report

March 2002



Department-wide Management

Preaward Financial Assistance Screening

Aspart of our ongoing emphasison prevention of fraud and
mismanagement, we continueto work with the Office of Executive
Budgeting and Ass stance M anagement, NOAA and NIST grant
offices, and EDA program officesto screen the Department’s proposed
grants and cooperative agreements before award. Our screening serves
two functions: it providesinformation on whether theapplicant has
unresolved audit findings and recommendationson earlier awards, and it
determineswhether aname check or investigation hasrevealed any
negative history onindividuasor organizationsconnected witha
proposed award.

During this period, we screened 803 proposed awards. For 8 of the
awards, wefound mgjor deficienciesthat could affect the ability of the
prospectivereci pientsto maintain proper control over federal funds. On
the basisof theinformation we provided, the Department delayed the
awardsuntil concernswere satisfactorily resolved, and established
special conditionsfor two awardsto adequately safeguard federa
funds. (Office of Audits)

Preaward Screening Results

Awards delayed to resolve concerns 6 $3,723,500

Special award conditions established 2 $1,092,119
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Indirect Cost Rates

Under OMB poalicy, asinglefedera agency—the* cognizant” or generd
oversight agency—isrespongblefor reviewing, negotiating, and
approving indirect cost ratesfor public and private entitiesthat receive
fundsunder variousfedera programs. Normally, thefederal body that
providesthe most direct funding to an entity ischosen asitscognizant or
genera oversight agency. OMB hasdesignated Commerceasthe
cognizant agency for about 280 economic devel opment districts, aswell
asfor anumber of stateand local governmentsreceiving federa funds.
From timeto time, the Department al so hasoversight responsibilitiesfor
other recipient organizations.

Commerce hasauthorized the Office of Inspector General to negotiate
indirect cost ratesand review cost allocation plansonitsbehdf. OIG
reviews and approvesthe methodol ogy and principlesused to pool
indirect costsand establish an appropriate basefor distributing those
coststo ensurethat each partnering federa, state, and local program
bearsitsfair share.

During thisperiod, we negotiated 36 indirect cost rate agreementswith
nonprofit organi zations and government agencies, and reviewed and
approved 45 cost allocation plans. To recipientsof Commerce awards,
wealso provided technical assistanceregarding the use of rates
established by other federa agenciesand their applicability to our
awards. We continued to work closaly with first-timefor-profit and
nonprofit recipientsof Commerce awardsto establishindirect cost
proposalsthat are acceptablefor OIG review. (Atlanta Regional
Office of Audits)
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Nonfederal Audit Activities

I n addition to undergoing Ol G-performed audits, certain reci pients of
Commercefinancia assstanceare periodically examined by state and
local government auditorsand by independent public accountants.

OMB Circular A-133, Auditsof States, L ocal Governments, and Non-
Profit Organizations, setsforth the requirementsfor most of these
audits. For-profit organizationsthat receive Advanced Technology
Program fundsfrom NIST are audited in accordance with Gover nment
Auditing Sandards and NI ST Program-Specific Audit Guidelines
for ATP Cooper ative Agreements, issued by the Department.

We examined 162 audit reportsduring thissemiannual periodto
determinewhether they contained any findingsrelated to Department
programs. For 130 of these reports, the Department actsasoversight
agency and monitorsthe audited entity’ scompliancewiththe OMB
circular or NIST’ s program-specific reporting requirements. The other
32 reportsarefrom entitiesfor which other federa agencieshave
oversght responsibility.

Nonfederal Audit Activities

Pending (October 1, 2001) 36 62 98
Recelved 49 78 127
Examined 79 83 162
Pending (March 31, 2002) 6 57 63
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Thefollowing table showsabreakdown by bureau of the $225 million
in Commercefundsaudited thisperiod.

Breakdown by Bureau

$225,255,848

* Includes $121,213,193 in ATP progr am-specific audits.

Weidentified atotal of $2,225,201 in questioned costs. Inmost
reports, the Department’ sprogramswere considered nonmgjor,
resulting in limited transaction and compliancetesting against laws,
regulations, and grant termsand conditions. The 20 reportswith
Commercefindingsarelistedin Appendix B-1. (Atlanta Regional
Office of Audits)
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OIG'sOfficeof Investigations (Ol) investigatesallegations of fraud and
other wrongdoing that impacts Commerce programs and operations,
including crimina or otherwise prohibited activitiesengagedin by
employees, contractors, or recipientsof financial assistance. Staffed by
specia agentslocated in Washington, D.C., Denver, Colorado, and
Silver Spring, Maryland, Ol worksclosely with the Department of
Justiceand with U.S. Attorneys officesthroughout the country to
prosecute criminal and civil actionsto punish offendersand recover
losses suffered by the government asaresult of fraud and misconduct.

Liketheir counterpartsin most OI G offices, our specia agentshavefull
law enforcement powersas specia deputy U.S. marshalsunder a
deputation agreement with the Department of Justice. Wealso work
with the FBI and other federal law enforcement agenciesto investigate
mattersof mutua interest. Theresultsof Ol G investigations of
employee misconduct are provided to agency officia sto support
appropriatedisciplinary and administrative actions.

During thissemiannual period, Ol G investigationsled to onearrest, two
convictions, and thefiling of indictments, informations, or crimina
complaintsagainst four individuas. Two other matterswerereferred to
the Department of Justicefor prosecution. In addition, therewerefour
personnel actionstaken by the Department asaresult of Ol casework.
Thefollowing arehighlightsof our investigative activity over thepast 6
months.

S=conp NOAA EmpLOYEE SENTENCED ON CONSPIRACY
CoNvICTION

In previousissues, wereported the conspiracy convictionsof two
former NOAA employees, semming from an Ol G investigation that
uncovered their arrangement tofalsify payroll recordsto enable one of
them to receive morethan $9,800 in unearned pay, aportion of which
shekicked back to the second employee. (See March 2001 issue,
pages 81-82, and September 2001 issue, page 80.) Asnoted in our
last semiannual report, one defendant was sentenced in May 2001. On
October 10, 2001, her co-conspirator was sentenced in U.S. District
Court for the District of Columbiato 2 years' probation, and ordered to
make restitution to the government. (Slver Spring Field Office of
Investigations)
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M suse oF GoVERNMENT PURCHASE CARD RESULTSIN THEFT
CoNvICTION

On January 2, 2002, aformer employee of an NWSregiona officein
Alaskawas convicted of theft of government property after an OIG
investigation confirmed that she had engagedin at least 50 unauthorized
transactionson agovernment purchase card, charging nearly $7,500in
goodsand servicesfor her persona use. Sentencingisscheduled for
early April 2002in U.S. District Court for the District of Alaska.
(Denver Field Office of Investigations)

ForMER CENSUS EMPLOYEE SENTENCED FOR T HEFT OF
GOVERNMENT PROPERTY

A clerk with accessto an automated banking system that enables
Census customersto purchase publicationsby credit card used the
systemtoissuenearly $6,200 in creditsto her personal debit card.
Under thetermsof apleaagreement, shewas convicted of one count of
theft of government property in December 2001. On February 15,
2002, shewas sentenced in U.S. District Court for the Eastern District
of Virginiato 2 years probation and ordered to makefull restitutionto
the government. (\Washington Field Office of | nvestigations)

Census EMPLOYEES CHARGED WITH THEFT oF DeBIT CARDS

OnMarch 27, 2002, aformer Censusfield representative was arrested
by an OIG specia agent and local law enforcement officialsin Santa
Ana, Cdlifornia, for cashing debit cards provided to her for useas
incentive paymentsto participantsin aCensussurvey. Theformer
employeefailed to perform any survey-related work, but cashed 16
cardswith atotal value of morethan $1,100. She hasbeen charged
with grand theft and embezzlement by thedistrict attorney in SantaAna,
andwasarraigned in Orange County Superior Court on March 29,
2002.

Inasimilar case, 11 debit cardswere stolen from the Detroit Regional
Censusoffice and cashed at variousATM machinesin and around the
city. An Ol G investigation identified arecently retired Censusemployee
and acurrent employee astheresponsible parties. In March 2002, the
retired employeeentered into a 1-year pretria diversion agreementin
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Detroit municipal court, conditioned upon her agreement to makefull
restitution to the government. Chargesare pending against the other
employee, who repaid the government for the value of the cardsand
resgned fromfederal service.

Asaresult of theseinvestigations, Ol G recommended new security
measuresfor the Censusdebit card program, which both the Los
Angelesand Detroit regiond officeshave sinceimplemented. (Denver
Field Office of Investigations)

FormMER M ASC EmpPLOYEE INDICTED FOR WIRE FRAUD

A warrant hasbeenissued for thearrest of aformer finance accounting
technician at NOAA’'sMountain Administrative Support Center, who
wasindicted on March 12, 2002, inthe District of Colorado on six
countsof wirefraud, based on her manipulation of the Commerce
Administrative Management System (CAMS) to make personal credit
card paymentswith government funds. An Ol G investigation revea ed
that between November 2000 and June 2001, the employeetransferred
atotal of approximately $19,000 to her government travel card account
to cover improper persond charges. The employee stopped reporting
towork when shelearned of management’s suspicions, shewas
subsequently removed from federd servicefor absencewithout officia
leave and misappropriation of government funds. Asaresult of the
investigation, MASC hasimplemented new proceduresfor daily review
of vendor paymentsreportedin CAMS. (Denver Field Office of
Investigations)

THIRTY-DAY SusPENSION FOR PERsONAL Use oF GOVERNMENT
TELEPHONE

A patent examiner was suspended for 30 daysand ordered to repay the
government more than $500 after an Ol G investigation revea ed that he
had run up nearly 200 hoursof personal long distance chargeson his
officetelephone over a1-year period. (Washington Field Office of
Investigations)
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SENIoR BI SEMPLOYEE SUSPENDED FOR FAILURE TO FILE
ComMPLETE AccIDENT REPORT

A senior Bl Semployeewas suspended for 5 daysbased on thefiling of
anincompleteand mis eading report on an accident in agovernment-
owned vehicle. An Ol G investigation found that the empl oyee had
reported the accident, but failed to provide the agency with acopy of
the policereport, which assigned responsibility for thecollisonto her.
Her supervisor received awritten reprimand for approving thereport
even though he had witnessed the accident and knew thereport was
incompl ete. (Washington Field Office of | nvestigations)
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Audit Resolution and Follow-up

The Inspector General Act Amendmentsof 1988 require usto presentin
thisreport those auditsissued before the beginning of thereporting
period (October 1, 2001) for which no management decision had been
made by the end of the period (March 31, 2002). We are pleased to
report that there are no audit reportsthat have been unresolved over 6
months.

Department Administrative Order 213-5, “ Audit Resol ution and Follow-
up,” provides proceduresfor management to request amodification to an
approved audit action plan or for afinancial assistancerecipient to

gpped an audit resol ution determination. Thefollowing table summarizes
modification and apped activity during thereporting period.

Audit Resolution Follow-up

Actions Pending (October 1, 2001) 0 14
Submissions 2 14
Decisions 2 12
Actions Pending (March 31, 2002) 0 6
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Audit and I nspection
Satistical Highlights

Questioned coststhisperiod $4,859,584

Va ueof audit recommendations made
this period that funds be put to better use $2,297,145

Valueof audit recommendationsagreed
to thisperiod by management $7,865,531

Va ue of ingpection recommendationsthat
fundsbe put to better use madethisperiod $0

Investigative
Satistical Highlights

Mattersreferred for prosecution

I ndictments, informations, and crimind complaints
Convictions

Personnd actions*

Fines, restitutions, judgments, and

other civil and administrativerecoveries $14,166

AN AP

* Includes removals, suspensions, reprimands, demotions, reassignments, and resignations
or retirements in lieu of adverse action.

Allegations Processed
by OIG Investigators

. Acceptedfor investigation 12

OIG Hotline Referred to operating units 26
(200)482-2405 | Evaluated but not accepted for

(800) 482-5197 investigationor referra 76

hotline@oig.doc.gov| Totg 114

Note: Numerous other allegations and complaints were forwarded to the appropriate
federal and nonfederal investigative agencies.
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INDEX

The Inspector General Act of 1978, as amended (1988), specifies reporting requirements for semiannual
reports. The requirements are listed below and indexed to the applicable pages of this report.

Section Topic Page

4(a)(2) Review of Legislation and Regulations 97

5(a)(1) Significant Problems, Abuses, and Deficiencies

5(a)(2) Significant Recommendations for Corrective Action

5(a)(3) Prior Significant Recommendations Unimplemented

5(a)(4) Matters Referred to Prosecutive Authorities

5(a)(5) and 6(b)(2) Information or Assistance Refused 98

5(a)(6) Listing of Audit Reports 104-111

5(a)(7) Summary of Significant Reports 2193

5(a)(8) Audit Reports—Questioned Costs 101

5(a)(9) Audit Reports—Funds to Be Put to Better Use 102

5(a)(10) Prior Audit Reports Unresolved 94

5(a)(11) Significant Revised Management Decisions 98

5(a)(12) Significant Management Decisions with which OIG Disagreed 99

OIG is also required by section 804(b) of the Federal Financial Management Improvement Act of 1996
to report on instances and reasons when an agency has not met the dates of its remediation plan. We
discuss this matter in the March 2002 issue as part of our financial statements audit reporting.
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Section 4(a)(2): Review of Legidation
and Regulations

Thissection requirestheinspector genera of each agency toreview
existing and proposed legidation and regul ationsrel ating to that
agency’sprogramsand operations. Based on thisreview, the Inspector
Generd isrequired to make recommendationsin the semiannual report
concerning theimpact of such legidation or regulationson the economy
and efficiency of the management of programsand operations
administered or financed by the agency or on the preventionand
detection of fraud and abusein those programsand operations.
Commentsconcerning legidativeand regulatory initiativesaffecting
Commerce programsare discussed, asappropriate, in relevant sections
of thereport.

Section 5(a)(3): Prior Significant Recommendations
Unimplemented

Thissectionrequiresidentification of each Sgnificant recommendation
describedin previoussemiannual reportsfor which correctiveaction
has not been completed. Section 5(b) requiresthat the Secretary
transmit to Congress statistical tables showing the number and value of
audit reportsfor which no fina action hasbeentaken, plusan
explanation of thereasonswhy recommended action has not occurred,
except when the management decision wasmadewithinthe preceding
year.

Toincludealigt of al Sgnificant unimplemented recommendationsin
thisreport would be duplicative, costly, unwieldy, and of limited value
to Congress. Any list would havemeaning only if explanationsdetailed
whether adequate progressisbeing madeto implement each agreed-
upon corrective action. Management updatesthe Department’ sAudit
Tracking System on an annual basi s, based on annual statusreportsdue
from the bureausin mid-October. Thelast update was as of
September 30, 2001. However, additional information on the status of
any audit recommendations can be obtained through Ol G’ s Office of
Audits.
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Sections 5(a)(5) and 6(b)(2): Information or
Assistance Refused

These sectionsrequireasummary of each report to the Secretary when
access, information, or assi stance has been unreasonably refused or not
provided. Therewereno suchinstancesduring thissemiannual period
and no reportsto the Secretary.

Section 5(a)(10): Prior Audit Reports Unresolved

Thissection requiresasummary of each audit report issued beforethe
beginning of thereporting period for which no management decision has
been made by the end of thereporting period (including thedateand

title of each such report), an explanation of why such decision hasnot
been made, and astatement concerning the desired timetablefor
delivering adecision on each such report.

Asof March 31, 2002, therewere no audit reports unresolved over 6
months.

Section 5(a)(11): Significant Revised M anagement
Decisions

Thissection requiresan explanation of thereasonsfor any significant
revised management decision made during thereporting period.
Department Administrative Order 213-5, “ Audit Resolution and
Follow-up,” providesproceduresfor revisng amanagement decision.
For performance audits, Ol G must be consulted and must approvein
advance any modificationto an audit action plan. For financia
assistance audits, Ol G must concur with any decision that would change
theaudit resolution proposal in responseto an appeal by therecipient.

Thedecisionsissued onthe 12 appeals of audit-related debtswere
finalized with thefull participation and concurrenceof OIG
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Section 5(a)(12): Significant Management Decisions
with which OIG Disagreed

Thissection requiresinformation concerning any significant management
decision withwhichtheingpector genera disagrees.

Department Administrative Order 213-5 provides proceduresfor
€levating unresolved audit recommendationsto higher levelsof
Department and Ol G management, including their consideration by an
Audit Resolution Council. During thisperiod, no audit issueswere
referred to the council.
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TABLES PAGE
1. Audits with Questioned Costs 101
2. Audits with Recommendations That Funds Be Put to Better Use 102
APPENDIXES
A. Office of Inspector General Reports 103
A-1. Performance Audits 104
A-2. Inspections 105
A-3. Financial Statements Audits 106
A-4. Financial-Related Audits 107
B. Processed Reports 109
B-1. Processed Financial-Related Audits 110
DEFINITIONS

The term questioned cost refers to a cost that is questioned by OIG because of (1) an alleged violation of a provision of
a law, regulation, contract, grant, cooperative agreement, or other agreement or document governing the expenditure of
funds; (2) a finding that, at the time of the audit, such cost is not supported by adequate documentation; or (3) a finding
that an expenditure of funds for the intended purpose is unnecessary or unreasonable.

The term unsupported cost refers to a cost that, at the time of the audit, is not supported by adequate documentation.
Questioned costs include unsupported costs.

The term recommendation that funds be put to better use refers to a recommendation by OIG that funds could be
used more efficiently if Commerce management took action to implement and complete the recommendation, including
(1) reductions in outlays; (2) deobligation of funds from programs or operations; (3) withdrawal of interest subsidy costs
on loans or loan guarantees, insurance, or bonds; (4) costs not incurred by implementing recommended improvements
related to Commerce, a contractor, or a grantee; (5) avoidance of unnecessary expenditures identified in preaward
reviews of contracts or grant agreements; or (6) any other savings specifically identified.

The term management decision refers to management’s evaluation of the findings and recommendations included in
the audit report and the issuance of a final decision by management concerning its response.
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Audits with Questioned Costs

Table 1

Questioned  Unsupported
Report Category Number Costs Costs
A. Reports for which no management decision 17 $4,189,759 $507,290

had been made by the commencement of
the reporting period

B. Reportsissued during the reporting period 29 4,859,584 806,815
Total reports (A+B) requiring a management 46 9,049,343 1,314,105
decision during the reporting period*

C. Reports for which a management decision 18 4,289,581 514,913
was made during the reporting period?

i. Value of disallowed costs 1,802,827 480,975
ii. Value of costs not disallowed 3,158,237 361,316

D. Reports for which no management decision 28 4,759,762 799,192
had been made by the end of the reporting
period

Notes:

! Ten audit reportsincluded in this table are a so included in the reports with recommendations that funds be put
to better use (see table 2). However, the dollar amounts do not overlap.

2 |n Category C, linesi and ii do not always equal the total on line C because resolution may result in values
greater than the original recommendations.
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O o, Audits with Recommendations
7S That Funds Be Put to Better Use
Table 2

WOt Dgy
Y 4,9,\

Y,
Pca + 39%

Report Category Number Value

A. Reports for which no management decision 13 $6,549,846
had been made by the commencement of
the reporting period

B. Reportsissued during the reporting period* 8 2,297,145
Total reports (A+B) requiring amanagement . 21 8,846,991
decision during the reporting period?

C. Reports for which a management decision 19 7,669,846

was made during the reporting period®
i. Value of recommendations agreed to 6,062,704
by management
ii. Value of recommendations not agreed 2,605,303
to by management

D. Reports for which no management decision 6 1,177,145
had been made by the end of the reporting
period

Notes:

1 Onereport was resolved last reporting period but inadvertently missed in our calculations.

2 Ten audit reportsincluded in this table are also included in the reports with questioned cost (seetable 1).
However, the dollar amounts do not overlap.

3 In Category C, four reports had funds to be put to better use identified during the resolution process. Also, in

Category C, linesi and ii do not aways equal the total on line C because resolution may result in values
greater than the original recommendations.

Commerce OIG Semiannual Report March 2002



Office of Inspector General Reports

Appendix A

Type Number
PerformanceAudits 4
I nspections 7
Financid SatementsAudits 12
Financid -Related Audits 16
Totd 39
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Performance Audits
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Agency Subject Number

ESA-CENSUS  Improving Our Measure of America ESD-14431
What Census 2000 Can Teach Usin
Planning for 2010*

TA-NIST Reporting of Performance Measures FSD-14430
Needs | mprovement

USPTO Minor Improvements Needed in Reporting FSD-14429
Performance Results
Patent Examiner Hiring Process Should BTD-14432

Belmproved

Appendix A-1
Fundsto

Be Put to
Date Better Use

03/02

03/02

03/02

03/02

IMulti-unit review that includes the work of auditors, inspectors, system evaluators, and investigators.
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Inspections
Appendix A-2
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OST;TES oF"*
Fundsto Be
Put to

Agency Subject Number Date Better Use

BIS BXA Needsto StrengthenitsECASS IPE-14270 02/02
(formerly BXA) Modernization Effortsto Ensure
Long-Term Success of the Project
Interagency Review of Federal Automated IPE-14977 03/02
Export Licensing Systems
ESA-CENSUS  Selected Aspects of Census 2000 Accuracy O1G-14226 03/02
and Coverage Evaluation Need | mprovements
Before 2010

ITA Trade Agreement Compliance Process |PE-14282 03/02

Needs Better Coordination Within I TA

US& FCSltaly’sEffectiveness Can be IPE-14234 03/02
Further Enhanced by Focusing on

Management and Program | mprovements

NOAA Chanhanssen Weather Forecast Office IPE-14423
Generally Provides Effective Forecasts, but
Office Management and Regional Oversight
Need Improvement

03/02

USPTO Additional Senior Management Attention OSE-14846
Needed to Strengthen USPTO’s Information
Security Program

03/02
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Financial Statements Audits

Agency Subject Number
CENSUS Improvements Needed in the General FSD-14473(1)
Controls Associated with
Census' Financial Management Systems
Financial Statementsfor FY 2001 FSD-14473(2)
NOAA Improvements Needed inthe General Controls | FSD-14475(1)
Associated with Financial Management
Systems
Financial Statementsfor FY 2001 FSD-14475(2)
TA-NTIS Improvements Needed in the Genera Controls FSD-14476(1)
Associated with NTIS' Financial Management
Systems
Financial StatementsFiscal Year 2001 FSD-14476(2)
o/s Department of Commerce Consolidated FSD-14474(2)
Financial Statementsfor FY 2001
Improvements Needed in the General Controls FSD-14474(1)
Associated with the Department’s Financial
Management Systems
FY 2001 Agreed-upon Procedures Federal FSD-14474(3)
Agencies Centralized Trial-Balance System
Data
USPTO Financial Statementsfor FY 2001 FSD-14477(2)
Improvementsin the General Controls FSD-14477(1)
Associated with USPTO’sFinancial
Management Systems
Network Vul nerability Assessment: FSD-14477(3)

Improvements Needed in the General
ControlsAssociated with USPTO’s
Financial Management Systems

Commerce OIG Semiannual Report

Date

02/02

02/02

02/02

02/02

02/02

02/02

02/02

02/02

03/02

02/02

02/02

03/02
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Financial-Related Audits

Appendix A-4

Questioned Unsupported
Agency/Auditee Number Date Costs Costs
EDA
Town of Quartzsite, AZ STL-14253 10/01 $99,822 $7,623 --
Washington Association of STL-14140 10/01 53,500 -- --
Minority Entrepreneurs
Port of Moses Lake, WA STL-14790 01/02 -- -- --
Economic Development Bank ATL-13955(1) 01/02 -- == $1,000,000
for Puerto Rico
City of LakeCity, SC ATL-14690 02/02 111 -- 193,405
Dutchess County Economic ATL-14033 03/02 134,703 134,703 --
Development Corporation, NY
Jefferson Parish Economic ATL-13214 03/02 -- -- --
Development Commission, LA
Economic Development Bank ATL-13955(2) 03/02 22,283 22,283 204,276
for Puerto Rico
Greater North-Pulaski Loca DEN-14321 03/02 2,965 -- 500,000
Development Corporation, IL
City of Tooele, UT DEN-14874 03/02 1,429,892 166,726 --
TA-NIST
CommerceOneg, Inc., CA STL-14370 12/01 == == ==
Office of Inspector General ATL-14928 12/01 -- -- 120,000
Survey of Selected Aspects
of Advance Technology
Program AwardedtoACT
Group, Inc., MA
Puerto Rico Manufacturing DEN-14275 02/02 27,485 -- 72,741

Extension, Inc.
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Fundsto
Questioned Unsupported BePut to
Agency/Auditee Number Date Costs Costs Better Use
TA-NIST
SurroMed, Inc., CA DEN-14403 0302 $30,425 - --
Etec Systems, Inc., CA DEN-14516 0302 182,780 - $30,000
WestCAMP, Inc., UT DEN-13083 0302 650,417 $295,683 176,723
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Processed Reports
Appendix B

The Office of Inspector General reviewed and accepted 162 financial -related audit reports pre-
pared by independent public accountants, local and state auditors, and federal auditors. The
reports processed with questioned costs, recommendations that funds be put to better use,
and/or nonfinancial recommendationsarelisted in Appendix B-1.

Agency Audits
Economic Development Adminigtration 42
Minority Busness Devel opment Agency 5
Nationa Institute of Standards and Technology 87*
Nationa Oceanic and AtmosphericAdministration 8
Nationa Telecommunicationsand |nformation Administration 4
Multiagency 14
Agency notidentified 2
Total 162

*Includes 83 ATP program-specific audits.
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Appendix B-1
Questioned Unsupported
Agency/Auditee Number Date Costs Costs
EDA
Trade Task Group, WA ATL-09999-2-0826 03/02 $85,041 $85,041
Benton-Franklin Council ATL-09999-2-0987 03/02 231,000 --
of Governments, WA
Northeast Council of Governments ATL-09999-2-0966 03/02 83128 --
Development Corporation, SD
Armstrong County Industrial ATL-09999-2-1016 03/02 20567 --
Development Authority, PA
Northwest Regional Planning ATL-09999-2-1052 03/02 27,652 --
Commission, WI
TA-NIST
True North Composites, LLC,AZ DEN-09999-2-0316 02/02 497,629 22,430
UTC-Carrier Corporation, CT DEN-09999-2-0339 02/02 19,776 --
Extrude Hone Corporation, PA ATL-09999-2-0957 03/02 348,506 11,042
Organogenesis, Inc., MA ATL-09999-2-0980 03/02 83,001 --
MicroDexterity Systems, Inc., Ml ATL-09999-2-0850 03/02 16,284 --
New England Aquarium Corporation, MA  ATL-09999-2-1000 03/02 -- --
PE Biosystems, CA DEN-09999-2-0378 03/02 561,794 --
E.l. duPont de Nemours and Company, ATL-09999-2-0482 03/02 18,212 --
High Performance Materias, OH
AcordaTherapeutics, Inc., NY ATL-09999-2-0364 03/02 27,622 --
PerkinElmer Optoel ectronics, CA ATL-09999-2-0830 03/02 61,009 --
Praxair, Inc., CT ATL-09999-2-0863 03/02 14,624 --
Commerce OIG Semiannual Report March 2002



Processed Financial-Related Audits
Appendix B-1 (Continued)

Questioned Unsupported
Agency/Auditee Number Date Costs Costs

NOAA

North Pacific Marine ATL-09999-2-0430 03/02 $63,331 $2,326
Science Foundation, WA

South Carolina State Budget ATL-09999-2-099%6 03/02 7,067 --
and Control Board

New England Aquarium ATL-09999-2-1000 03/02 -- --
Corporation, MA

State of Alaska ATL-09999-2-1069 03/02 58958 58,958
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Definitions: Types of OIG Reviews
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6:9/04 + 30

OIG Reviews

Audits

Perfor mance Audits—These auditslook at the
efficiency, effectiveness, and economy of the
Department’ sprograms, activities, and information
technology systems. They may check aunit’s
compliancewith lawsand regulations, and eval uate
its successin achieving program objectives.

Financial-Related Audits—These audits review
the Department’s contracts, grants, cooperative
agreements, loans, and loan guarantees. They
assess compliance with laws, regulations, and
award terms; adequacy of accounting systems and
internal controls; allowance of costs; and the degree
to which a project achieved the intended results.

Financial Statements Audits—These audits
determine whether areporting entity’sfinancial
statements are presented fairly in accordance with
generally accepted accounting principles, theentity
has an internal control structure that provides
reasonabl e assurance of achieving the control
objectives set forth by OMB, and the entity com-
plied with laws and regulations that could have a
direct and material effect on the financial state-
ments, the Federal Financial Management Improve-

ment Act, and other laws as prescribed by OMB.

| nspections

Operational Inspections—These are reviews of
an activity, unit, or office, or a contractor or
organization that receives funds from the
Department. They focus on an organization, not a
whole program, and are designed to give agency
managerstimely information about operations,
including current and foreseeable problems.

Program Evaluations—These are in-depth reviews
of specific management issues, policies, or
programs.

Systems Evaluations—These are reviews of
system devel opment, acquisitions, operations, and
policy in order toimprove efficiency and
effectiveness. They focus on Department-wide
computer systems and other technologies and
address all project phases, including business process
reengineering; system definition; system
development, deployment, operations, and

mai ntenance.

| nvestigations

These are investigations conducted to collect facts
needed to resolve an allegation that someone has
violated afederal criminal or civil law or
administrativeregulation.

If aninvestigation discloses empl oyee misconduct or
evidence of waste or abuse, the facts are reported to
agency officialsfor appropriate disciplinary or
administrative actions. If criminal or civil
wrongdoing is found, the caseis referred to the U.S.
Department of Justice.
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Acronyms

N O PSS Accuracy and Coverage Evaluation
Y O I SRR Alternate Contracting Officer’s Technical Representative
N SRS Advances and Reimbursements Program
N ISR Advanced Technology Program
2 1 TS Bureau of Industry and Security
(@ 1Y PP Commerce Administrative Management System

(0 L 1 T Committee on Foreign Investment in the United States
(O 1 TSP R TPTR Chief Information Officer
15 O RS Department Administrative Order
E D A ettt naae e e n e e nneeeeneeas Economic Development Administration
E A e Economics and Statistics Administration
P Evolutionarily Significant Unit
A A e e e ne e e re e sar e e nee e Federal Aviation Administration
Y S Federal Managers' Financial Integrity Act
€7 A S General Accounting Office
7 TSSO Gifts and Bequests Fund
GISRA e e e Government Information Security Reform Act
GPRA e Government Performance and Results Act
LG T PP General Services Administration
(€T SRR Governmentwide Agency Contract
LA ettt et e et ee e e e ——e e e e e _—e e e e e neeeeeaheeeee et beeeeaanreeeeaanteeeeeanteeeeearees Import Administration
PSRRI Inspector General

I OO PPR O PRPR PRI Information Technology
LT A e e e s e e e r e s re e nnee e nre e e ne e e International Trade Administration
M A S e Mountain Administrative Support Center
Y PP SPRPTOPRT Master Address File
IMBDA . e Minority Business Development Agency
IVEEP. ettt ettt et e e et e e e e e enes Manufacturing Extension Partnership
NESDIS....co e National Environmental Satellite Data and Information Service
N ST e e National Institute of Standards and Technology
NIV S e s e ne e enne s National Marine Fisheries Service
NOAA e e National Oceanic and Atmospheric Administration
NTTA e e National Telecommunications and Information Administration
NI T PP National Technical Information Service
AN LT S PSPPSR National Weather Service
OBttt e e e e e e e s r e e s ar e e e aan e s nnnes Office of Business Liaison
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Acronyms

L L TSSO Office of Computer Services
L@ PSPPI Office of General Counsel
(0 1Y S Office of Human Resources Management
L PSSR SURPR Office of Investigations
L ] S Office of Inspector General
L 1 = SR SUSRS Office of Management and Budget
L SR Office of Personnel Management
L 1 TP Office of Security
I OSSPSR Revolving Loan Fund
L PRSI Technology Administration
L A S Trade Adjustment Assistance Center
TIGER. ...ttt Topologicaly Integrated Geographic Encoding and Referencing
USEFCS... e e U.S. and Foreign Commercial Service
L O PR U.S. Patent and Trademark Office
LT S Working Capital Fund
LT O PP Weather Forecast Office
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Office of Inspector General

Organization Chart

- . ~ Inspector -~ ~
. Office of
Compliance and c |

(_ Administration Deputy L ounse )

Inspector General

( Office of ( . )

) Office of
Inspections and Systems Evaluation
kProgram Evaluatlonsj _ )
Office of w ( Office of
Audits

)

L Investigations

Headquarters Financial Statements Regional Headquarters Investigative Investigative
Audits Audits Audits Investigations Operations Services
OIG Points of Contact

Inspector General ...........ccccoeeeeiiiiiiiienn. (202) 482-4661 Office of Counsel ..........cccooeeviiiiieiiiiieenn. (202) 482-5992
Legislative and Office of Inspections and Program Eval..... (202) 482-2754
Intergovernmental Affairs.............ccc.c.... (202) 482-3052 Office of Investigations ..........c..cccoccuueee. (202) 482-0934
Office of AUAILS .......ooviiiiiiiiiiiiiiie (202) 482-1934 Office of Systems Evaluation................. (202)482-6186
Office of Compliance and Admin........... (202) 482-0231 Media INqQUIFES ........cccevvieeeeeeeieiiiieee (202) 482-5992

REQUESTS FOR REPORTS: OIG HOTLINE:

Telephone .........coocoeeiiiiiineees (202) 482-0231 Telephone...........cccoeeeeeenn.
TDD NUMDBET ..oveiiiieeeiiieeeeiieee e (202) 482-4948

Internet E-Mail .........ccccoeeeiiiiiiinnnnnnnn. reports@oig.doc.gov  Internet E-Mail .....................

OIG Internet Home Page
http://www.oig.doc.gov

............ (202) 482-2495

or (800) 424-5197

............ hotline@oig.doc.gov
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